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Jg\ PRIANEN AR AR IZ VIR ELR - ARISOINES - B BIMEN
WEBBNEEIMIESER (WHTTPS) °

TN B A Bk =3 i R BE
PR H 2ot 589 0 B e 52 T R T BBl - (] R 98 BRSO RS Bk EL AT+ Rails & A 4R Bl 25 A1
Nginx HYR[AERERIHRELE 2013 F-H0 8 2 2Bk B HIRZ G AT 55 B AR -

« Rails 2.3 f1 3.x [ Action Pack YAML fi#f5%1{L35%5 " -

« Nginx 1.3.9 ] 1.4.0 15 58 =5 BB HE 28 (1RIA 12 -

Nginx & 88 247 1% IR 7 Fl Neel Mehta 7E 2002 4E4¢ Apache HTTP falfR 25 4% £y 55 85
ML » 55 BT HT IR BE A0 B 38 A B30 AR R ANET A KBRS - A S E I -

11 %8 CVE-2013-0156 (http://bit.ly/2aNz83C) -
12 % B CVE-2013-2028 (http://bit.ly/2aNzKpZ) -
13 %8 CVE-2002-0392 ( http://bit.ly/2aNzxTP ) ©

4| % EEREEL



BAEIN

£=%
APl

O

1-2 | ERAREXERANRER

HErsTt 32 T2
FHENBBAGEAEESD - RETEEEEMEIL A TETE - K M EHREIRER
« BE-HWEEARES  REREENER > REFX 05 A8 H A E T B G 6
F o (BB EENE RS -

o (FEAEERRIRE > BIaNRASKE S - AE T E G » Bl EESH M 50 - HEEE
B ({22 Excel 5% Adobe Acrobat iUk AIfEZ ) XFFEHREF L -

RO — RS ZEt - T ARGUR SR TTE) - FIAI(R3EHY SSL VPN Il - 6
FRBEAG 200 H A E - FERMITE AL FHTEER VPN BE - /N ZARAE 13
(LB = d A IHY AD IRSE - 0 RN T BREAER - 5 9 Bl sy nF
EMLEA -

AL |1



S5Eh R

IR EHY IP W& B - DB P s T KM R AR 1 - FfE Rl m] R RUAE RS AR5 - UM R A8 2
PP AR - ATREFIAH EMET R T - BTSSR & N E BT AR 75 - HEES 17
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GNU libc (Doug Lea) Linux
AT&T System V Solaris ~ IRIX
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remarks: http://www.nic.ad.jp/en/db/whois/en-gateway.html or
remarks: whois.nic.ad.jp for WHOIS client. (The WHOIS client
remarks: defaults to Japanese output, use the /e switch for English
remarks: output)

changed: apnic-ftp@nic.ad.jp 20050729

source: JPNIC

OS X A F i) whois T2\ - F "-a, & ARIN fAlfilkgs ~ T —A , &0 APNIC @ H LA
B whois R Al {E =8 E & HAIEIRES » F140 whois nintendo -h whois.apnic.net » 55 18 %t
My o EEE AR ey LB RIEE B N A - L ERFEE22% whois K H Bt HH 6 I E R 28 2
SRS -

{8 WHOIS g9 E57E
bR T a2 FI T AN - H AT DUF A EE M R FR i 1 & S B AR R I [ 4-11 2RI A7

AR B T St O TR 1 5 51 R FE HE RIPE HYAHRA 1P &R -

db.ripe.

c |8

RIPE Database «

Query the RIPE Database
Full Text Search

Geolocation Finder

Update >
Abuse Contact >
Passwords >

Results per object type

Click to filter results
person (4)
role (1)
organisation (1)

all(6)

RIPE Database text search

This service allows searches over the full text of the RIPE Database object data.

The search is done on object text without regard for any relationships. Multiple search terms should be
separated with a space.

MK19 7BH
Advanced Search

By submitting this form you explicitly express your agreement with the RIPE Database Terms and

Conditions

Search results

This is the RIPE Database full text search service.
‘The RIPE Database is subject to Terms and Conditions.

organisation: ORG-FACO1-RIPE
address=MK19 7BH

person: DP4049-RIPE
address=MK19 78H

person: CF5792-RIPE
address=mk19 7bh

person: JK4527-RIPE
address=MK19 7BH

person: CR3035-RIPE
address=MK19 78H

role: AR17837-RIPE
address=MK19 7BH

RIPE Database Software Version 1.79.2
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BGP %ij£2

TEME B S BRI B R R RER E (BGP) MIHIGRH (AS) #RIEFTEZH - 1
PR e e 5 0 OB (TANAD 53K AS #fw5ida RIR » RIR P53 Bo s i B s Al s O fE v
(ISP) J HAt#H# - FrAEM e DVEHE B SR IP MRS BEE - T g -

#ifl 4-3 B WHOIS & HZURERERT AS Rk ¢

Nintendo Of America inc. (AS11278) NINTENDO 11278

KL AT B HE BGP FYE A AN EL S, - $HH I AS SRoRATE SR IPv4 BIRRALHE » §5
HA0E 4-12 A > BB - IRAITIER AS SE &Y IPve (7 iEZ2R] -

&« C [ bgp.he.net/AS112784# prefixes

@ HURRICANEELECTRIC ()

AS11278 Nintendo Of America inc.

CYTTICTON [ASTio] [GRagiAl | 7oies 7 | [Fessul [Wids] [IRR]

BGP Toolkit Home
BGP Prefix Report Prefix Description
BGP Peer Report " .

Bogon Routes 173.226.198.0/24 tw telecom holdings, inc.

World Repo 192.195.204.0/24 Nintendo Of America inc.
Multi Origin Routes

198.62.122.0/24 Nintendo Of America inc.

DNS Report
Top Host Report n .
Internet Statistics 199.227.51.0/24 Xspedius Communications Co.

Looking Glass . i
Network Tools A 205.166.76.0/24 Nintendo Of America inc.

Eree IPv6 Tunnel 207.108.201.0/24 NINTENDO OF AMERICA INC
|Pv6 Certification
|Pv6 Progress

Going Native
Contact Us Updated 24 Jun 2015 08:20 PST © 2015 Hurricane Electric

4-12 1 TX 208 AS #RSEE IP EEY

DNS &5

nslookup Fl dig @y <% T B vl LA 3 4 M (R i &% - /1A B 81k T 5 ] DUETT &) i AT sk
T B AL [FI AT IR R -

7 4-5 2 DNS & skl A 2500 - BR 7 AAAA 1Y IPv6 AZHEAT SRV HR¥5 1€ (i d A ik
Hh » 4E RFC 1035 7 2= 8 A2 S5 O JES i B4 A6 P B Rl R A

BGPH® " | 69
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EYEHLEENAN TR E (B0 EREA @ISR E SR ) - B e B MR B R Y 1P E
% (1P forward ) THRE » W T B (h 5 1Y ARP [0 & & G X 4G S LRI R 5 R4 -
Cain & Abel 1 Ettercap® % 1. 7] DL By R BHE SO 1% 753617 ] A DRIRIE - BG& v F)
P — B2 R R EIE BB - FE T YIE L -

o R ssistrip* & HTTPS SRR HTTP »

« easy-creds’ ] {# Ettercap  ssltrip F H M1 T ELHIEY) I EE S MBI E kR -

FIIFH Laurent Gaffie 9 Responder® [E] i 44 FE iR A 35 5K -
I P AR5 1 B0 B R $24E Evilgrade” BB N BB ZEA -
i F Metasploit F2 R {FHIARES » ITE—FHIE -

4% GitHub Lk # Ertercap (https://ettercap.github.io/ettercap/) -

%% ssistrip B # % Moxie Marlinspike #4835 (https://moxie.org/software/sslstrip/) -
4%-# GitHub _E &y easy-creds (https://github.com/bravOhax/easy-creds ) °

4%-# GitHub _E &) Responder (https:/github.com/Igandx/Responder) °

4%# GitHub k&) Evilgrade (https://github.com/infobyte/evilgrade ) °
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$AMs - —7 (F Scapy CDP F25XJH Y Python ZEIZA 2 » HEBK while ST - I H
A CDPMsgVolPVLANReply (type 15) HIfALREFI Bk CDP 3HENZ » BHERHAIMEEL
TR O MR T O -

802.1D STP

A gt b 2 (STP) J2 2K I LR A8 B& 70 B TP B ER R OB Rl > A2 ffA e (o1 FH i B A B2 17 E
FIEIT (BPDU) HHKFHE - K 2 ErAHE IR ARG R HE (blocking) - DLEEY]ET
B o [ 5-11 EELAUEY STP #ARE - 3% 5-5 FHVYME BZIRIRAE -

/

P

B

5-11 : {5 STP /9 802.3 2 K@%

% 5-5 1 46 STP 4935 i HE 38 0K A

Disabled (=) BRERES  EERAAL

Blocking ( BEET ) kxY BPDU sRiESH - REE ELMBPTAAAE
Listening (E588) Rpgs B8 BPDU sVE - DUE R MR KAV AR B A

Learning (£&) R AR A FAERY IR MAC ik 2237 #X 3
Forwarding (#3x) | EEIRSTREF  EAMBENASKERF I IRERHIIE

20 %% http://examples.oreilly.com/networksa/tools/cdp_flooder.py °
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B IR G R ARy - S EAREHE R E SRV B4 T0F - RIRIEREERG RS
BERE - T THIR RIS E 8 - AR BPDU FUS%E 82 Fos R E » 71 22% Kevin
Lauerman #1 Jeff King #9545 *' » #LEEA FEAE(FAG G RLE -

25718 BPDU FAE

ANEL B 5-10 Firas - A Yersinia #Y STP 17 € THGE » A DAFEE K BH7R BPDU FRAE N -
ARG S R BEREEY BPDU GHUE - g R R B STP »

#.45) 5-10 © B Yersinia B85~ BPDU AE

— yersinia 0.7.3 by Slay & tomac - STP mode ————[10:29:40]
| RootId BridgeId Port Iface Last seen |
| 5080.760FOE13AC58 CBO9.E7CD99117CAA 8002 ethl 26 Aug 10:29:39 |
| 5080.760FOE14AC58 CBO9.E7CD99127CAA 8002 eth2 26 Aug 10:29:38 |
| 5080.760FQE13AC58 CBO9.E7CD90117CAA 8002 eth2 26 Aug 10:27:05 |
| 5080.760FOE14AC58 CBO9.E7CD90127CAA 8002 ethl 26 Aug 10:26:59 |
\ \

EERBIES

HRFH W EZ AR RS Lo {# A Ettercap #3715 % > il F Yersinia 3% 2% £ 81y
BPDU :HHER|FEHERE K » [ 5-12 &AM THEE - 7T BRI HEs Ry &R0 A
W R R EE -

yEE

5-12 : 1£%& STP HIEB =28

21  Kevin Lauerman f= Jeff King #» 2010 4 & % # % & 49 #& % " STP MiTM Attack and L2 Mitigation
Techniques ; (http://bit.ly/2aNTgD3)
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% 5-6 : DHCP . & a9 487

BHERN SR DOHCP » WEEMMH E&T—RERA P

DHCPDISCOVER AP im s MADEREREE P ARE
WEI S SRR - ARSI — 4 IP - AAEIESA L IP
DHCPOFFER MRS | fidh - TAOIKIEE R DHCP A ( £l DNS {7AR 58 K 25 i 525
@) SmiEmEs
| AEBaKERESEARE (B4 ) KDHCP EREN « A5
DHCPRE EST i s N N N
CPREQUES FPUS | s i 42 0 B I TS A AR EESE R P ferdt
_ RSB AT B » AR J5 H 5 B IR A DHCP #03 F
DHCPACK FRE | em (4 WPAD ARRE)
N SR AR B (o it R T o , 4 45 ay %\
HCPNAK g | BEBEHABAEN TR G152 T RRIERL
EEIH
DHCPDECLINE FEY | 27 S b — R R AR R o
DHCPRELEASE BE® | BUMBKY AR A
DHCPINFORM FBEN | BREMERETEE (DARESE P AR TERIEYT)

—TEEE I DHCP Y F L2 R T h 0PI E sl & 0f 60 1z 8t 75 U FH B &%

DHCP falfR#sHIIREs - B2 E R THRFDE &

6 FH P it o

DNS fa il 5z WPAD 2 {75

583 DHCP {28 R HLHHRE

& 5-12 B RANMAT 68 A Nmap BEFE R 2R AHE 2K 5142 DHCP fAlfiR %% » » 57 7 A th il F e
DHCPv6 F > HA I 2 LA UDP HGEE - JsREEE - B oA -

49 5-12 : 42 Nmap 3% DHCP 13 Rk %

root@kali:~# nmap --script broadcast-dhcp-discover

Starting Nmap 6.49BETA4 (https://nmap.org) at 2015-08-26 07:31 EDT
Pre-scan script results:
| broadcast-dhcp-discover:

|  Response 1 of 1:

| IP Offered: 192.168.1.5

23 %% Nmap # broadcast-dhcp-discover i A& (http://bit.ly/2aNTBWh)
24 %% Nmap &4 broadcast-dhcp6-discover fip A& (http:/bit.ly/2aNTtGd ) °
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BROAWBENEELSL K

=) 4=
L I i e
FORATAL : AAAA BT ANAA

B R9ATHE : 33:33:00:00:00:02
ER : 2 20011:db8::2?

{52 :2001:db8::2 % BB:BB

5-19 ! IPv6 fE#MBER EMN BB S

SISREIABY IPve

A FFI A THC 1Pv6™ 2 {4 Kz Metasploit F54H 2 3 B & 555 9 #9 1Pve T - &1 5-21 21F
Kali Fl] Fi ping6 & # — # ICMPv6 #J echo FHl 2 F ff02::1 (IPv6 HYEEFE(LHE ) - AR H
eth] BEEIEE I EHEEE - 2% TAIEIF] 5-22 AR > ] Nmap R LB - Hrp

fe80::/10 2B IHFEEL HY IPv6 HiRRALHE -

190 5-21 © 12 ping6 A IPv6 #a48 #R E A%

root@kali:~# ping6 -c2 -I ethl ff@2::1

PING ff02::1(ff02::1) from fe80::20e:c6ff:fef0:2965 ethl: 56 data bytes
64 bytes from fe80::20e:c6ff:fef0:2965: icmp_seq=1 ttl=64 time=0.040 ms
64 bytes from fe80::1a03:73ff:fe27:35a8: icmp_seq=1 ttl=64 time=1.23 ms
64 bytes from fe80::217:f2ff:fe@f:5d19: icmp_seq=1 ttl=64 time=1.23 ms
64 bytes from fe80::426c:8fff:fe2a:e708: icmp_seq=1 ttl=64 time=1.23 ms
64 bytes from fe80::e4d:e9ff:fec5:8f53: icmp_seq=1 ttl=64 time=1.47 ms
64 bytes from fe80::3ed9:2bff:fe9f:bc94: icmp_seq=1 ttl=64 time=1.62 ms
64 bytes from fe80::ba2a:72ff:fefl:b747: icmp_seq=1 ttl=64 time=1.85 ms
64 bytes from fe80::a2d3:clff:fedl:2a8e: icmp_seq=1 ttl=64 time=2.18 ms

54 % # https://github.com/vanhauser-thc/thc-ipv6 °
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