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typedef struct INTERNAL_DRIVER_STRUCT* DRIVER_HANDLE;

typedef voild (*DriverSend_FP)(char byte);

typedef char (*DriverReceive_FP)();
typedef void (*DriverIOCTL_FP)(int ioctl, void* context);

struct DriverFunctions

{
DriverSend_FP fpSend;
DriverReceive_FP fpReceive;
DriverIOCTL_FP fpIOCTL;

b

DRIVER_HANDLE driverCreate(void* initArg, struct DriverFunctions f);
void driverDestroy(DRIVER_HANDLE h);

voild sendByte(DRIVER_HANDLE h, char byte);

char receiveByte(DRIVER_HANDLE h);

voild driverIOCTL(DRIVER_HANDLE h, int ioctl, void* context);

AR RS T 2 4R TR R EE 26 R -
o FfAI{E struct A REUFEEE 2

o AR ZE 2R DRIVER_HANDLE 2
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" Function Split |
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"Guard Clause
(%598H)

AAZRAKHEREBRERTIRBINVEEERT —E  TUERFHE
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" Samurai Principle
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" Goto Error Handling |
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EEEERANZEEREEFESEEREN - A SEKELIFEE
BEEENRERXS - FAit HATAERMNBEAEREEENRN
NEE - BEEZEINEER  AIfEH goto AR EERFEME
B ©

" Cleanup Record |
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" Object-Based Error
Handling
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" Return Status Codes
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R

R EBERS - e IREEMEERTIE - EWRWEATUY
ZAREBFTRIE - RAZE BRI EL A - M E Bz
FEED AR RAENSEHERITI - FHItk - A RIAAY Return Value
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" Return Relevant
Errors |
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2 o EMBEEAIMERAVER - FIt > EHEREMNFYEHEE
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" Special Return fRABE O 443855, » (B RNERERER A Return Status Codes @ M
Values | RIERNREREARRNAY Return Value BIEEAME R - REFEB
(% 455) Out-Parameters [ElEZ &R - DB S EET IR A E MR E

Kt - 2 A R TUAY Return Value @@ RAEHPER - RE— @
ZERHRE - DB A SR ERE A -

"Log Errors | IREHARLE T 2E SR W AT LSS 5 40 B TR R A - AT A 38R
(%49 8) MRS R TR - Bt - 8RR SR B R E

(TEIPURXEEEIN, LR TRERE G ) - Al BE
EEREMBA RSN - TSR RE AN HE R E AR AL
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R P-4 RIEEETHHERX

&3 EiEES
" Stack First EREEBRFEENEENTEERRER (FED - #EF--- ) REMUE
(B62H) NEFEEREEMAVRE - BEEERNATENESTR - &0AFH
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" Eternal Memory | RARBER - TRERATI > B ERELEL - D 2
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Lazy Cleanup EBEA BN  BRERREMABHOKNRE - QA BHE

(Z608) RIER - AT REDERIEBOERFLERT  RERFER
AT RAVIDR - ELL - REBRTIEE - RFERAR R
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Dedicated By B A A TD R IR VA T B A R R MR E A - 1

Ownership | RERIH R - HLIRR AT EABAE BB - Wit 3

(%738) (REEREREEN  TLUBRRESNEREEEL AR TR
{FSAHTE -

Allocation Wrapper,  BYAESE 1S BV L 3 JF SR HBAE LT + ARAE AR A AR B SR A

(H76H) B NERE - RARNWERBPEHS 2 BEMEENRE -
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Header Return < Return

Files Relevant Errors Status Codes
Samueai ) Loy
Principle Ervors

y

N Agoreaate | Goto
[nstance “amﬂing

Record

i
O #swomEs

[] EthEaavEst
Handle A—>B BRI E(FEMTEA

1-1  $EEREIERVRCIRER

k1-1 BB X

&30 E

Function Spilit IR EZERE - FEARLIBERAAEE - Jitt - 2R H8 - HE
FELUERNED  RELATEINRN - LT UEEHRK -

Guard Clause ARZRNHREREREETRRNESRE L - ATUS R TRERE

& At RERSBEAVNIERS  EAFAELRERAE > ALK
RNEIUAEIR -

Samurai Principle  7EEEEREME » RRZFIE (caller) BIRELLER M > FIYEHEA]
REERRMZRE » MERDIAERBE - ALt - \ERERKINES
RNEEOR - BB RAECHERIEREEMNIER » BIPIERNAT -

Goto Error FEEERAALEENSSELEERER  SERSLIFEENREER
Handling MERE - At TEERNBEEEEREEENRANEE - BHE

B ER - AfEA goto Ak EERBEAIEIS -

Cleanup Record HEEENFGENISELEER  MABLERNAAMKE  AIGEA#
DIBE R A EZ RIS - Wit - FIERENRN - LERNEFEKD
GRS AEBEMNR (HERER) - RIFELHEEE - TR ENSE

Object-Based —BERXNEaELEBE (BENERER ERFERERER)  HENXR
Error Handling SEAHDIEF - FE - #E - WRE - ®it - ¥kt (initialization) £2

BEEXENRERNNRNT  BURYHER (object oriented ) 12K
PEREXERERNHRR -
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IR EE— R - DA AR E B gty - [BMEE SRR FTAE AU B &R -

ALTEHEERR BN S » C 5 REMIEE - DI EFR R AN - K 7454
FISERREEH - AT C REGE T I errno BEL (FE22 B errno.h) RRRFERISEIRES 1M
ML A] DA A errno > 15 4I1EZ S5 RRAYAH B &R -

ANt - PUN RO A FE RS R A AN I AR A EMEE (R errno) » fRATEA
& YIRS A4 Fr B BRAR B A

int parseFile(char* file_name)
{
int return_value = ERROR;
FILE* file_pointer = 0;
char* buffer = 0;

if(file_name!=NULL)
{
if(file_pointer=fopen(file_name, "r"))
{
if(buffer=malloc(BUFFER_SIZE))
{
[* BIHEE AR ¥
return_value = NO_KEYWORD_FOUND;
while(fgets(buffer, BUFFER_SIZE, file_pointer)!=NULL)
{
if(strcmp("KEYWORD_ONE\n", buffer)==0)
{
return_value = KEYWORD_ONE_FOUND_FIRST;
break;
}
if(strecmp("KEYWORD_TWO\n", buffer)==0)
{
return_value = KEYWORD_TWO_FOUND_FIRST;
break;
}
}
free(buffer);
}
fclose(file_pointer);
}
}

return return_value;

}
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fE AR UG R - (R 7B A A58 pR U I RO [ B S - HEREE 5 A 8RR 38 4 - At ST
FERNXME R AR EIR 1 A - EFH I N PIRYRE

o BORBIEIEERERE - Y1t - BIREHE - Lo FEAMIRE I - mEEIT
o AL RS R DAKERE RIFE U5 -

o IR SO AR SR (7R VE B I LR F S Age - DRI T 8 DA i L 72
S -

o THHEEZRRXEYIELIFERAMEER - R E S SRR EmHESR - At
BN 218 return i) - RFH1A S 58 A E (ERRE -

5 B FIEAT AR - E /52 Function Split

Function Split

e

1A (8 R & AT ZAE B - G0 FEEER - SR - WHEE — 8RR
(dynamic memory ) (fEZEHY handle H& I -

il

BEpA A 2 Mk - N S DLH A S e G -

ERIRAAETEEREEER  EEEFEDA R EHEER - HHrEEEREE T 58
FEPLRR A B - T H A T RS RS - THERERICE RV HERER - RS
AL DA RE AR - TR B A & MR SRAY Af A -

Dl =Nm H 2 (E A YRR RCE - R RAESTE T EEFREHE - LHEEZ
TRAEBRABEEAFIT - gl HEXB T REIIA—E return i q) - AIEEESEH
B A PR A Z FTE R ERE R -

R E
ISR R o UL U RO B ST » Zyi By SRS o PRI BTt -
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BRI - AFRERES IR ELEANRREER BRIV - DUES
AILAGT NI HIBR ST © BIA0 - SERRRIMOE AT RERIAS SRIE © — RN A A DhRERE R - 55
— il pR AT SRR R B AR RS -

FRFUBE N BW MR - AECSEZ2ERE - AEAZRANZEFEE—EER - &
FHIEE - B AR RE S B g 8 pR 3 > — (8 PR ECEATE BB IR - 59—l Il o i 58 £
FIR - (HELELEIRAY) POEIRy R LE# B A 2 return ifif) - SE7ELE R
return ift ) ZRTE AR - [WERIESRT D2 S —(E R AT RAY - 20 FYIRE AR

voild someFunction()

{
char* buffer = malloc(LARGE_SIZE);
if(buffer)
{

mainFunctionality(buffer);

}
free(buffer);

}

voild mainFunctionality()

{
/] EDRER
}

e R & A i pR = (P AL Y e B A W I B Ry 5 ) - TR RO Y — (8 - E R AT ERoR
LRI A g o AN FE 2 H LAY T RRE S — (E R 2 e IR HE # 55 — (R R R
B o B2 SE R 59— I R B LG I L Y R 2 B R ) — (i b o AN 3t ] o =T
JEESEME S (closely coupled ) » HIIAT DL 8 KF &% i M HU Y o B iR SR A Y B (E AR oh - 3
FIAF (WHFAHEY ) BFUHY Header File &

FER

PRI FHE Y —(E T R AR AR AR - M AE pR S E R 5 Bl - HERE - P DUIR 3 R =N
TR - BIAN - RS B R SE R A E BOO R ER AR DUREIRECE IS H ESE
AR GRERAE & - FrLAES 5 B - A0t A2 U i S AT A RE - LUK
HERDIERTEINES °

PP AR = R N AR return st ) 2 T E BT EIRAIIE E » A7 DLAT DUES 5
AZAl return sfih o TEEIESE DALY R R SERK -
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I R TEF 2 & - QLA MR E S B R EH G2 R - B2 HERS
EANTAEH N 5 B R R AR U+ 1 AE P AL R R RS AN /N s 22 BRI e 5 2 R T RE 3 B A =
AT EERR o Ky T EMEE DL - ML R AT DAER A Aggregate Instance °

EER
TR O PR T

R A CREXECE TEMAMERXE S 0 IR T RIS - KITEEE
DL #£ 5% - 1R $% Robert C. Martin it # HY (Clean Code: A Handbook of Agile Software
Craftsmanship) ( Prentice Hall » 2008 ) F#E N % » {0 pR =0 % H A — [ H% & - Al
B —H% = Al (single-responsibility principle ) » [ b & 5 & B A0 H: i 12 = 58 i g —
B DUE B R =E AF

Portland Pattern Repository " I = F Function Wrapper ©

Yy 135 A F2 20E% BT HY Template Method & =0t A 1 N & 73 i - DLEERE G A5 LY
TR -

Martin Fowler £ (Refactoring: Improving the Design of Existing Code) ( Addison-
Wesley * 1999 ) —ZFHH1 DL Extract Method 15 = 3t bF =X 73 i it 11 B 45 g IRF A E L
FE BT NetHack 2% % =X F FA H read_config_file pRZUH » 2% ok =X &7 i TH 35 R DL R, R
Al parse_conf_file RH=EHIELEH -

OpenWrt F2 & S+ ¥ KR BT (buffer) FEE - fAZ R IR - B140 - &5/ MD5
TRV S ECE AR @ & - R AR @l S S — R A DA R E - BEHELE(ERE
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e ) RIS

RAE B RAREAFRZ T o HATH i E 2 7 AR R it IR A — {1 A R
A - Hp— A BT ENEBRRER - 5 HRAaEE=0EET - 0~ IRES
7R

int searchFileForKeywords(char* buffer, FILE* file_pointer)
{
while(fgets(buffer, BUFFER_SIZE, file_pointer)!=NULL)
{
if(strcmp("KEYWORD_ONE\n", buffer)==0)
{

return KEYWORD_ONE_FOUND_FIRST;

8| F—F AR



}
if(strcmp("KEYWORD_TWO\n", buffer)==0)
{
return KEYWORD_TWO_FOUND_FIRST;
}

}
return NO_KEYWORD_FOUND;

}

int parseFile(char* file_name)
{
int return_value = ERROR;
FILE* file_pointer = 0;
char* buffer = 0;

if(file_name!=NULL)
{
if(file_pointer=fopen(file_name, "r"))
{
if(buffer=malloc(BUFFER_SIZE))

{

return_value = searchFileForKeywords(buffer, file_pointer);
free(buffer);

}

fclose(file_pointer);
}
}

return return_value;

}

if #2852 (cascade) HYREREIK - 11 parseFile pAAH = if dltf) AR E IR E 2
ma  HEHAED o RA]LIEE Guard Clause » 5% bR AU -

Guard Clause
1515
VR E R R BT © (IR E R T (PIANE RS A 280 A RSN 5E R T -

=
DRl 5 8 < L 1 LS 8L+ T L/ B A R 3 -
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PLA Return Status Codes * AN 7504 - F Return Relevant Errors BJA] o ¥l 2 K A5
ARG FN A EI IR =




somekFile.h

J* ik K2 Tuser_input LN A RARE NULL */
voild someFunction(char* user_1input);

someFile.c

void someFunction(char* user_1input)

{
if(user_input == NULL)
{
return;
}
operateOnData(user_input);
}

R
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Cleanup Record iR & » 75 & FLH AT 2SR -

SXEHR
AR AR #EE A
o Portland Pattern Repository Ff#iilt Guard Clause -
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« Wireshark [ capture_stats #23\fif5 - & F /£ B T8 ES B R LR MG T &R > B e
BRI AZBOESAR > A2 B T2 A1 [ER -
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e ) RIS

YIRS SE parseFile PRFUE A Guard Clause 7 i BRI A HTE R 1 -

int parseFile(char* file_name)
{
int return_value = ERROR;
FILE* file_pointer = 0;
char* buffer = 0;

if(file_name==NULL) @
{
return ERROR;

}
1f(file_pointer=fopen(file_name, "r"))
{

if(buffer=malloc(BUFFER_SIZE))

{

return_value = searchFileForKeywords(buffer, file_pointer);
free(buffer);
}

fclose(file_pointer);

}

return return_value;

}
Q HIROLHYZ2 BN S MR o U T RN R - T G IR ERDRy 1 R S U R - Fir DA

TREHE -

IEFE DA Return Status Codes B E Guard Clause © HHEFA NULL 2 BOE RGN - &
[E] {85 B ERROR » WEAYZE ML HF AT DU & Return Value @ FEREE T 5 5% A 0P L HE LAY NULL
S8 o NE T A S EOE R A SRR EERR - MR A E NE BT 6EER - MR AE
HERE L&A - ACIEEF RIS o B ER fE BE A /5 5 2 (#5#E A Samurai Principle ©

Samurai Principle
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IRV R R A RS E H (i — SRR R E R )  RARI AR IT &
ERHFEIESE - ik A R FRS
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A Il {5 5 0 2 U - ok R s W 2% A A DR Y G o SR o TR B S A R IR RE AR A
T 3% 5 a0 5 5O F i B -

FE CRES -+ S ] SR A g I Y e RO [ (BB - T L = R RESE 2 R RZ R A
FyEIMEAE - FHAER PR AR - AR EEE SRR E 2 EE - AR &AL
I L] 2 PR S 7 i B B AR DA R AN (] B BB AR R ST o ARV e ORI Rl PR T (B 1 -

AL R R SRR G O > ARG E - & - B nT R T
e H R —— mTREE M AL 3 R WP I RE SCRS o (T RE(E SR 2 = IR B SRR B DL Z R ) - Bt
bb o PR R AR M S (E SR - TR (PRHRTREAR ) I -

TRV R L FE R A R A B o $F %I FE S W A Return Status Codes » AR 35 HYFE
SR A0S AR SR N A M R - R GRS R DU T I A =
SR E BRIHEE o WRALE B R B ) 28 AR B SERR B I - AJREAEIR S 2172 NS -

(] 2 bt R AR o At s R A T e ) [ (R BRI TR PR 2 Return Value 8K Out-
Parameters Al $H R & - KRR AUZE F 50 (signature ) 15 BN RE - 178 A\ 2E DL
BfRRZ AR - BLILIS - RS R e I E SR A A IR I S5 5 2 8 -

BERGE

TGRS SRR D) LA - A F R (Samurai Principle ) © 75 A 38 42 UL 5 35 0635 0% 2
BB - Al R AT -

NEHE A Out-Parameters BY Return Value [B{#HFEFRE N - FEREMNIVFTE NETEL » AT
DARTDASZRNER EESE AR - T 38 A= 0aR » HEEEUE R o (/] assert i) » DAEEREL K
R S BTT o BhAh o SBETDAGE A assert St AJEEALERSEE A - A N YIRE BB AT ¢

void someFunction()

{
assert(checkPreconditions() && "Preconditions are not met");
mainFunctionality();

}

Samurai-Principle |43



b B F2 U & f A assert dAJFRHAU R - HAGRE N E (true) » H assert jft A)3E# 5
FERFH - GRURTE stderr » A H IFFEEAT o fE A NULL FERR DS IIUE RV EE
2T DK LR T 2 T - S 27 TRy - HERE TR SRS
i R ] e

S Guard Clauses 52 £ 7 5% 4E FF IR AZ SCRATRUANSE 2 IE » filal - FHIRANER A T Hw
fEgEER (PPN PR ML NULL $88E) » RIHR (E AR AT - BCskbREEEEN (MIRRISEERE N
[EMEFGFEALSE ) o SRT - NERR R SRR B LA BT - filan - 60 & A3
FEBEIHIITIA (runtime) $53% @ EARATLEBEX P LTT -

L R TE R RE R B AT R - BRI IR M ZBAER Z0HY APT HRRCHEK @ BE R U AR (2
TEBL P R AT © PN - FEHEOERG s sUAy 2 805 NULL $54E - A1 Rl alt SR 2H
AR T T AL E -

H#R » Samurai Principle Wi I T A #8 3% 50T JE FH SIS @ A - AR Se SR FHIH A 0 H 3
WMABRME » IR A EEEENERE - AR - DR EHERR 2R Vsl 2 B A B
HEEE - BRMUIHECE - 532 AT AR S AR I RS T 2 2 -

ANt - AN SEE BIMGE N — B A A B - A IRAORE = U A AR E 2 =R IR
HERD - AlfrrlfeiE 2 M ERm e DV E R E - (HE2 /R E AR RES
TREIRE ST I UCRT ] DB Bt 3R - DSR2 B ) & sRX e P FE SR HLBR AR 7 -

Release MR ATHE P 04 assert
B assert ML DFF » BIRBIRSIORE : ERR debug (BREE ) RRFITHE

PIEVE » NTE release (FEEL ) RRFVITIE P B EME o IRV P
S|\ assert.h 2 BITE# NDEBUG B & + S EE7E/REY T 25 (toolchain)
PEEZEE ' FLYLUEUE assert I BIVEA o {F 3 release AR IT
KEBY assert e HEBFRIEE ¢ 72815 debug RRITIBIS » RE®
FB assert ¥ EIFRTNERET#85R » Witk » 7E release RREITIE D » AEER
assert MAPLEIZINAITHIEE o 1£ release ARFITIZEPIERE assert it
THNEBHIE  MERBUWIBLLEL YRR EIHZEZ=RENGREE
5% 0 MISLERBAIEZE RN - EEZFEA) release RRFITIE P
BU0LE ©
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Al Ry i s8R AL 38 £ Z R B B - AT DA & 92 - P B B tn A i (85 AR =
£ > BT DAL pO e SRS & RS BN B - AR - WAL 22 DL IRy SR S B SH A P S HE -

FEFLETERL T - b EAREASITEAITH - B N i b 2 R 38 AN T TH A Y
TRELF - T - (RUEE BIEZATRE AR EBAG A E - WErEHE AR
B B R H ARy R ROBRGIE - SRT - EPRAGE A R AR ~ HeAs B IR 5 A A e A X
JEFIRREARER - IRAHEM/ NG - EE B IEREMTIFHRENZE  DURRES
REFIEZ - MEEMRAUGEZIEIL T - JEFREA Rl pe iR 6t - 1 B 1k I FE = A
> WFRE AIFTHIME

R T - SR AR #E 4 Z B VLRI Log Errors » AR AN fEEfiSHRR - AT DU
GIRFI R LSRR - I - S ERSBTER - EAEEE » Hef& Gt ia fd R ey
LG

EER
R A PR T -

o H{EFEPIFIIE X, —— Assertion Context * ZIEFIE R IN—(EFREEE N T H 2 assert
ifi &5 > Adam Tornhill 7E { Patterns in C ) (Leanpub ° 2014 ) —ZFHHHE it i Bz -

o Wireshark i i& EE 32 T iV EE A E HEH = - FI40 - register_capture_
dissector = A assert M & fENTas U2 L EHE -

o Git HEMFIANEEE A assert i) » G - {7 SHAL FEZEEAIR B assert - 5t
FFIHERE - REEEERB RN IEE -

o BEEHARETH OpenWrt R assert il f) - # 2 H R =R B HTE B -

o Pekka Alho Al Jari Rauhamiki fE {Patterns for Light-Weight Fault Tolerance and
Decoupled Design in Distributed Control Systems) (https://oreil.ly/x0tQW ) — 347
TR LAY 20 —— Let It Crash » 2R R BGUIEHRAM - H 2R Bk
A NIRRT (single fail-safe process ) & - P E Y -

« CHEEHERRFERY strepy RIS E R G A A G H R - IR NULL FERR (G RZ
PR EEE AR -
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