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4.1.1 Ubuntu Linux ERYsE & BEMLE(EE

Linux FEREE AR IREA0 T - AEMRITAE HAVTIGE » sber IR EBEATF2 (it
HIRRES T AE © BBgIM S > " #¢F, - TSSH  ~ TFTP, Bl T SAMBA | 38 #&({WE %5
& B FH A MR SR LLBAHRH - &R > 3588 N BAE Linux 2858% T LL_EAR#s - [RAIE
AT B B IR REGE A - LA BITEE -

HEES—RGR - — BB AS6A "adduser ) BT T —{EBEHE - 0 H Lk
PR35 B LA T 22 B - IS PBEAHtL gt T AL B T4 ~ {5 P A& it AL ER DURBE T FTP
5 " SAMBA 75 | fFHUG H#k LRI ZE -

4.1.2 FEFHZLFEED "R

e N EFEY)EE Ubuntu Linux BYIRHEE » HEHE—KHE T IRSE | /G EEH - R/ A
WR5R AT DA S B > Al SR A XOOPS 5 SR JEE2E 53 MySQL HY root 5% Ei
Linux Root [R5 ; Ky (T ECK5E Linux IRFEHVEMS - 0] LU BT & A5 I 8 40 17 5 A
FTP » A58 A SAMBA #8755 ' £EA 2 D IRSFEA ? ZAaEH 2 o [HE—
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FTE > R ZAEES IR EE B C R —EIRSTVE HRHM > R E A Ubuntu Linux
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1. BRI RRAl
B T 444 Ubuntu Linux 5 FTEY TIRSEIE | (oS4 HTaess -

{85 Ubuntu Linux F#EIRSEZA5HIAR S © SSH ~ FTP ~ Mail (& Webmail )

M ERBHEFARIRE T A Linux IRSE - HESEREBE I UAREMER
BIUMNIREEERT > KEABBFERNK °
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Ja H IR A - MysaL ~ JFEME EH N EE B ZS - 41 - XOO0PS ~ WIKI ~

Moodle...etc

2. Ubuntu Linux F#&iR3EREEY

Ubuntu Linux TFHERFEEE S5 T AMIRSE , B T RS IRI% , WiJE - BHIR
PRAVEER T J AR IS KGR 2 BRI K » METLAVIRSE o (FRE
MREEETE THEE ANBE  HHEAES AN ESRREH - TMZEREA
Y72 R R MRS E T O] B AR O 8 2 ALY > T 8 P S IR AR R -

T ESRAIRSE > 45 root - syslog ~ www-data ~ vsftpd... % » —f%[M5F » (AR
- PH A B AR EZAITE K > el ¢ postfix ZHUULEIRIEFEIFHL /var/mail >
N vsftpd ZEHEHE B AFE A EREECERTE /var/log & T < 5 EERE I A >
AR EREEETZAME W REAEIRE - 4 IR T8 ARER - Jit
B S —EE R - B 2 —(E R AR R -

B SRR SR AT BE B M ER e &) ] B X E # Ubuntu 24 SRR R
HMRSE.2 UID B GID R—E & B R &e8En)—1% - Bt EAFE =
FEAERR A rSync (3 EXEIRE - BERNS EEEINIRGERE (/etc/passwd ) B EE{E (7
e P B AR LAY Jetc/passwd - — EL TS5 S - ABERAIRSRAY UID K GID
F2ELTE > DREEAKEL

4.1.3 Ubuntu Linux FF#&nReE & IE
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Ubuntu Linux B9{# & IRETE BEAZ CVUAE - DU PUAE S root HEFR A AT ]
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o MRFFELAREEN © /etc/passwd

o ZXfE 1 /Jetc/shadow
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o Ff#H : /etc/group
o BHFHEHE  Jetc/gshadow (ANH )
/etc/passwd [N ]

# MR fRE

# IESE : Z5H% : User ID : Group ID : {E AERIZREH : FEHERME : SHELL $hfTHE
saned:x:112:121::/home/saned:/bin/false

yh:x:1000:1000:yh,,,:/home/yh:/bin/bash
sshd:x:113:65534::/var/run/sshd:/usr/sbin/nologin

o NS TUEILAE /etc/shadow - FTLI—RLL T x  HRAEE -
o [EFEIRIEE ¢ 1000 BHLAHRST > i H UID Eil GID —% -

FRILATRD > Einifld g " saned | " sshd | B SEBHRARIRSE > T yh
e AR

e /bin/false : E%IESFEANFE(HE I SHELL
FLLSSH & A - i ASEENS > Bt B EREPREE -
e /bin/nologin : FZEHE AT DA SHELL (HAN A2 A

FHLLSSH FE A - EEEg AWM HE Key IN > FUENE S IE
TEELTS » #iEr R T Access Denied | & ©

e /bin/bash : FZR5E A& AN FH SHELL -

2. IRSEEIRIES
S root S0}
user@dns:~# sudo -i
HIGIRSE - DL yhtest iRSER G -

root@dns:~# adduser yhtest

BenfE 2 Cyhtest' ...

HEhmETAERE yhtest' (1001) ...

BT 2 Cyhtest' (1001) with group “yhtest' ...
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Creating home directory “/home/yhtest' ...
Copying files from “/etc/skel' ...
i AHTHY UNIX %2545
PR AT UNIX 508
passwd : G Rl Dy i 38 B
IEAESE yhtest 11 & EHE
AEI AHTHE - BRERHZ ENTER $2 LU FTHER(H
=% [I:
Flesens [
TAFHEES [
fExEE [
HE [I
DL ARYZERHERENS 2 L&/ &1y

MERiREE > —ERLL yhtest By fil

root@dns:~# userdel -r yhtest

3. RKERRRIR

HIEARNEREILIRITAITE K - I LI HEETEHEAY yhtools/maccount T H. 2K

B - AT B FEREETUEMLF IR B V1% - FKEZEEAEHN -
GG A% yhtools

e root@dns:~# wget http://myip.tw/download/yhtools.tar.gz
e root@dns:~# tar xzvf yhtools.tar.gz

i#E A /root/yhtools/maccount H §5

e root@dns:~# cd yhtools/maccount

e root@dns:~/yhtools/maccount#
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5.1 InterNet #3EES
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PR T ERERS ) o IR - W PTE R AE - BER TR ) B TR
B ) Z [EAH - S0 1 inter-net | (HI2 AR TAE (R © 7 A RS B A B 2 R

i fij 5.2 > InterNet gt /2 2 5 8B AE— R AU BE SR - R AP m] DAFEERRGHE
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5.2 #EEEASEX
52.1 {HEEE TCP/IP
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ATLUEUREY - fERERSEHEES - B EBEY)M (BME) SeBMERFERI TIE - 2R Ex
2 (TCP @ Transmission Control Protocol ) ZRET -

B RS HAEE - PR ERR S SN FEIRIEL A - AR FHY Cats HERSHE
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5.2.2 OS| tEZE1gEE TCP/IP [MfE 428

< 5-1 TCP/IP E& OSI LB ¥R &
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Osl tfE BT S
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5 b BRI —E P {H > SRS EGES > A E IR B2 AR
e Ky BERE 0 DL — RIS BT U EL A EY o Fifhl - 163.26.119.131 / 255.255.255.192

S W

10100011.00011010.01110111.10000011/11111111.11111111.11111111.11000000

T3 — ¢ AT 26 (EE N EERE (L

534 — + AL 10100011. 00011010. 01110111. 10 ( 163.26.119.128 & 37
=:op

SR /ME (2558 (#2 © 10100011. 00011010. 01110111. 10000000
(163.26.119.128)
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(163.26.119.191)

I - B 59— TR A ¢ 163.26.119.128/26

{EZ£ © 163.26.62.90 / 255.255.255.192

FETELIMEEENR ZELLE » BEITON  BYSE -

5.4.4 IPv6 ExnE|
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SYNETEERE - T e E R EE AR AR EEAERARY - EIRE IEE
HIME IRt P EMREIAR SR AT & A (E 4 - R E a1 A Ry B SR B R TR
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6-2 DNS Server 2 F#31g D&
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6.1.3 Client um E#8Z: IP 11852
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6.2 DNS {aiRZS L EREA¥) T EXTE
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3. HEEIEERESINOHENE » T DL E B EUWIE R f#RE -
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