FIMEELTT - R IR T —EHEER " 2R THECHEERE ) AE T B
fAFRNATE BT - -2 R &G EBN T E - T EC
EFLEHME 2 Eia i fry - BAGBERBOLFFNEEHE - BEEMET
AEEEFEHE T EEMGMMA > WSS~ - ErREXREE
F o EfEN G AMBRE HAE A LENLE - JORERRE > 2R15E -
e AR HE (R -

FEIEA R S % M R IR R - RS S RRRNEERE L #
B> LAY (full-duplex devices) » REHI[FIZD W FEERL -

iR

RS ARG 5 EAKEESAN - A2 EHEERAENAFE
ZBRAERS MR A G EE UEEES - (EE - e R EERXEE
JRA G FEET SEHE R S - TS AYINBIAI SRR B T3 25 0L - 2018 1-6
FIT7R -

1-6 * —EHERENXA) 48 IR KIBREIZIRER

i AR SR BR A HEs - HI Cisco AT LS HYHLGE - £ A% &R
RIS e B SR RS B E M N DVE L o S AR R s e g 2
2 # % (managed switches ) - #8& BU72 Hags B AwE0E A B A #8E AU Rk
THRE » BIA0 ] DUR Bl s PR E M e 3 ~ A R T B~ TR
FE R SRR ERGRHES -

A g (A e th B Of 5 R SEE S B B B R BT RE » T T BN ERE H
Pl - AZHAER A JH SEREFE I MAC (7 HE#HE H (E B B 26 8 - JREIE 4
ZBAE OSI R AL By &} G et g S -
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FRIFE B FEVIEIR - KEBD1EERHR ( BIE Windows ) ERAFHIRE

BELUBHMRIVEFR K - SIREEKIRERSRIFER - RIGJEREIR
B ERTER ERES DETEORRNNE RO -

EE R 23 MEEEE

B B — (R SR AR SR RS R UM B - BT B B EL N B RYELAR -
BRGSO OARET] - EEEMSRR AR E - X ESs —(HEEE L
HUZEE - BRI i SR as LE Ry 5B E - FUHEE AR
PESRFE R B4R S DAE— 22 BB T o IR B A] DUE B H 5% G B Y 8
Al o EE E A B AR SR s LAY BRI L it o T R s AR B — B AE - A0
2-2 R EIREEME B TR SR B L AYE — (E DU AR SR i i i A BR IF - IR
Ay BEIE (visibility window ) BZEANZIRAY ©

R

A RRE o JD

B A

B F

e E e

2-2 I ELERSREARE L BRI REEETZIR

¥ L g B (visibility window ) » [EWABEMBEEATT - AKRNERE
MBI LI MRIRAHREREERARBNTIES -
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TR MRS IR LG - (R A AR SR TR S - < HORF FURRT B R YR
BRHERE SR - B - B T B HEREE 3 R LRV IR
R E - R BB PSS i E 55 4 3R - PR 3 IRAYREH T Bk
B EIE 4 88 - [H 2-5 (HRM RS F R EE -

BHD

B B AERIBEHME gy A

BLEESIRYEIRIR
=
( .\ TIit
BTEESR

= =

i b BIE BIF
B C
B 2-5  EXRNE L > BEEBISRETA - FALUEA T REE

LGSR B EANRI R E - Ui 6 22 MR an BOE PGB AT I E » ¥RER
Hy1 A R KA - IR ISSe B AN ERIIR 2SI TIH - FAREE S &RE
A ES R RES © 3% 2-1 FIBR SR, R AR ARG S SR R 3 e i < # ) -

= 2-1 ' HAREBRIBMETIAIES

SLEE ik

Cisco set span <source port><destination port>'
Enterasys set port mirroring create <sowrce port> <destination port>

Nortel port-mirroring mode mirror-port <source port> monitor-port

Kdestination port>

1 #7% Cisco R B A X% set — %9354 - B AT 89 10S FR A& & 77 2 A monitor session
A XK HRIBIEB % -
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s

‘ Wireshark 2.2.3 (64-bit]) Setup —

Choose Components
Choose which features of Wireshark 2.2.3 (64-bit) you want to install. ‘

The following components are available for installation.

Select compenents to install:

| TShark

Wireshark 1

Plugins & Extensions
Tools

User's Guide

Description

Space required: 171.0MB Position wour rmouse over a component bo see its
description,

‘Wireshark Installer (bm)

| < Back || Mext = || Cancel

3-1  AEERBZRER) Wireshark T4t

1F Additional Tasks 2= %E:% Next &5 -

l'ﬂ
dycl

FE{RE 4 Wireshark T E  RTZREHE Next M7 -

HE

H I EEAE R 2 75 22 4 WinPcap FF » FEWERN T AR 3-2 Fis— ik 2)
# Install WinPcap 4.1.3 55 H9/N 1% o SRR BE#E Next o 35 FF 225672
Fr e HEAE -

TEZ 8582 » WinPcap R BG4 8¢ - E B8R > HFE
2632 Next OB B 2248 E M - AR B EREEZRIEL T Agree
/(\I%_/(\,\ °©

VR 8 B B L2 4E USBPcap HSRIE ¥+ B2 —H A LIS USB & i
EERNTE - AIRIRERHTEIE » 55505855281/ N & INR I Next
HEAE L8 -

FEERTEBHIR (226) B USBPcap I X ER AL 6 T b B3

T > R4 & 3 WinPcap R K425 » L EHOBERF R A RE °
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lotsofweb.pcapng

i B — 1tk AT AR 2 e 5~ FHBEUR B 48 B e R R E R & &6 > BUE
A5 SR R T A R S 1 2 B R v B A A BB R AR AT B
R AR E Y RO R A AR B R - & ah AR SR A R IR R AT AT -

RinE A AR RET R
{E Fy 8 & B #8515 » Endpoints fll Conversations W& IEE 4 H - LHZE
{RAER A S F IR R B R IETE & B -

B IE LA lotsofweb.pcapng T8 25 Ry ] - 18 Z 4 M EACHA R » 58 (Il HE 45 2R
TN & 2K B 25118 FH = O 80 e D% A 1% 17 T 2 ZE Y HTTP i & -
5-4 BN IS ZE R FT A UG - IR AT BE R E R -

EEEBERZSWME (DAL ICHETE ) B A5 2 1P 7 ik
172.16.16.128 ° & & —{E NI RS A HE (58 7 A S = A5 ) » i
HERZERBEEEMENERE AN —F > HMERMENTEE4AES D
- B o

il

M Wireshark - Endpoints - lotsofweb - O *

IPv4 - 95 Ethernet - 12 IPv6 - 5 TCP - 358 UDF - 106

Address Packets Bytes Packets A —B BytesA—B PacketsB — A BytesB —A Latitude Longitude 03

172.16.16.128 8,324 7387 k 2790 507 k 5534 6879k -

74.125.103.163 3,927 4232k 2882 N7k 1045 58k -

172.16.16.136 2,349 1455k 137 213k 1212 1241k -

172.16.16.197 2,157 1073 k 107 21k 1050 851k -

66.35.45.201 1,106 807 k 596 702 k 510 14k -

74125103147 608 633k 435 620 k 173 12k -

74.125.166.28 553 532k 382 519k m 13k -

74.125.95.149 543 409k 336 365 k 207 B3k -

64.208.21.43 531 357k 309 280 k 242 Tk -

65.173.218.96 473 331k 263 305 k 210 25k -

4.23.40.126 451 318k 234 291k 27 26k -

209.85.225.165 294 292k 2n 282k 83 W0k -

205.203.140.65 363 251k 235 179 k 128 T2k -

204.160.126.126 449 185k 206 1Nak 243 66k -

204.160.104.126 327 148k 166 85k 161 64k - -

7232924 387 130k 190 97 k 197 32k - - v
[] Name resolution [ Limit to display filter

| Copy ~ | | Map | | Close | | Help |

Bl 5-4 : 1 Endpoints TR & 7] LLE H B WL F #ETBER
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WAL - ERLREA] FTP FiRAVBMEAMENT 1 -/ n] DAFE S 607 B IR T
T EM - SBERAFIGTHENE A EFFE (B 5-13) °

M wrongdissector.pcap - a x
File Edit View Go Cepture Analyze Statistics Telephony Wireless Tools Help
duse I RBRBRes=FisEEaaan
(W 4poly 2 display fiter ... <Cirl-/> =2 ~| Expression + TCPRST
No. Time Source Destination Protocol Length Info ~

3 8.880135 192.168.8.82 192.168.8.53 TCP 54 1492 + 443 [ACK] Seq=253948672 Ack=189274945 Win=65536 Len=@

4 9.001189 192.168.0.53 192.168.8.82 FTP 96 Response: 220-FileZilla Server version ©.9.33 beta

5 8.881358 192.168.8.53 192.168.8.82 FTP 99 Response: 22@-written by Tim Kosse (Tim.Kossefigmx.de)

6 8.881392 192.168.08.82 192.168.8.53 TCP 54 1492 » 443 [ACK] Seq=253948672 Ack=189275832 Win=65536 Len=0

7 ©.001545 192.168.0.53 192.168.8.82 FTP 115 Response: 228 Please visit http://sourceforge.net/projects/filezilla/

8 B.836853 192.168.8.82 192.168.8.53 FTP 66 Request: USER admin

9 9.837776 192.168.0.53 192.168.8.82 FTP 87 Response: 331 Password required for admin

18 8.838371 192.168.8.82 192.168.8.53 FTP 66 Request: PASS admin

11 8.838876 192.168.0.53 192.168.8.82 FTP 69 Response: 23@ Logged on

12 ©.840879 192.168.0.82 192.168.8.53 FTP 68 Request: SYST

13 ©.840530 192.168.8.53 192.168.8.82 FTP 86 Response: 215 UNIX emulated by Filezilla

14 @.841629 192.168.08.82 192.168.8.53 FTP 6@ Request: FEAT

15 8.854737 192.168.8.53 192.168.8.82 FTP 69 Response: 211-Features:

16 @.854907 192.168.0.53 192.168.8.82 FTP 61 Response: MDTM v

5-13 : IEFEHIIGTRARMT H KA FTP R E

(] — {18 7 9/ A5 SR AR 1 m] DLEE 5 A [R) — (5 ) i W5 3% 7€ © Wireshark &1
FLISRAE Decode As--- ¥ 55 HE 1 3% B i 1Y 58 Hll A A5 AT 5% - (ERZH R HE 1
(] DA T i A e () o RS VS Y R AR S R E

RIS FEEN B — ELBARH Wireshark » ‘© AN 5015 VR 5 FH Y 5 il 42 155 5%
GE o ABFEARAIIR AT DAFE Decode As:-- B EHHEHLELE Save 28 - G750
RIS R E - I AR RS E% E & B 1E /1 (il A HY Wireshark #H REFE i # 5 HEE
{2 DAIE {8 #H BB 3% E 18 BUE) Wireshark 7 BH B P A5 SR 0 - R A 3% E ik
AR - MR FEFE RIS EE  HATEAE Decode As--- ¥ 5 HE Bl 552 ek
SR FERNA] -

SR GRS SUE P ARIRE S - (HERESEERBER - WRIEE
HOMGEE RS - o th EhE IR R aTRe G R E—EZE K - FrLliar
E e/ VO R SR FIARS - & T A E OB L2 EFE - A et
o i ARG 5% O (R A7 2 PR H O 1Y Wireshark #H BB E R #E -
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38 i T B R B i s =RAE D 0 F 100 (6 E 6.2 BB E) - FiE
TP SE S o WRAERTSR 10 BRI PEEL i (A0ME 5-19 —fik) - & &
B 5B MR R R AN — Bt o IR ELE R R E R - G
B X @ Y ST R AR R EAL - MRS HEAYELEL - R BRI
R BB R B B R E e T B EhER R - B R E 5-19 HhRTIRIEIZRAY
B S - NHGRIAVEIGIE - R EEEGETE 0 2] 100 HBEE) - (H
N EGRE R R E - SR T EGERE Y @GR T IR E B E R 0 F
700 {2 [H - FEBIALAZ=ELSE -

Wireshark 10 Graphs: download-slow Wireshark 10 Graphs: download-fast

fﬁmwmummewMWmﬁ

5-19 : Wi HELLER 1O Graph » BEINEHBENER

10 Graph i &3 18 °] LA B AV A CLAEML S 7 » o A] DARE Hh 35 e i g
an (CHLFE R B BN oI A F Al s — 1K) MR E ARE R BRIV EE -
SR G R AT DA ST —{ERE G 1P (L Hk A B 38 25 G 45 E H RE R A BA
@ Al PR R (E I B i &L - FPIREFHEE -

55 B BX http_espn.pcapng » 35 B 1E F 2 B B & ESPN &5 HFF i IE U #d
$k o U URAHE Conversation i & » BL & 11 & £ i & & KHISNEL 1P 7
HESZ 205.234.218.129 - {38 — G R] DAHERT HY - S ERZ L2 BF A & & F
espn.com I » {EFEWERN EEANEMEE - (HEGHETELRKES
TP A8 A B 1P (2hh2 8 - HelgE 2R B E EHR AN AEEEE R H
HASMNBAN A B R E S H AT HERY < & E 5-20 Frpy 10 @2 - F
97T DAE H BB I B (i B B B 2 = T RN A A 22 5
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download-fast
.pcapng

B R BARRE - RERAREE SR E RRHEIE 2 IR E
E - ERRhE ILE A F e £ 5 10 7 rIar i -

EREEE =

Wireshark 326 55—l [ FAG B THEE - FLE AT LU i HE /5 A 2 g qe
SREE R 5 [E (round-trip time graphing) ° round-trip time (f&f% RTT)
SEFRE —EE B ERERE R BRI - BEE > ERIEE
O H PR R B9 i - 0 EERE A CER R E X FRE BN 2
BB o SE S AT 2 SR H E AR B A 18 B0 SH 2 IR B R R B S A T
B B SI » SL & & F 017 RTT -

A A LA E @ B a8 - 55 B B download-fast.pcapng » {33 — { TCP
0 2K 1% BE 2 Statistics » TCP Stream Graphs » Round Trip Time
Graph ° download-fast.pcapng 1 RTT [EFRE A& 5-21 Fix °

‘ Round Trip Time for 72.4.123.180:80 — 172.16.16.128:3218 - a X

Round Trip Time for 72.4.123.180:80 — 172.16.16.128:3218
download-fast.pcap
270 H

225 -

g

B

Round Trip Time (ms)

I ki

l'ig ' . .' .-. 1 |4
£ .1 I ‘_-! }3 L _i: i"

o

38

5 b . . H - A | ha AT RTINS IBIN . 1T
BTy e EER LA ul B b B ::""_," | i |i Lk
A Ut 1 L6 || 1||\q||_\i 35 | 1
| I| ll |‘| E M II e St g PO e 7 ,

n n n : : n n
0 10000000 20000000 30000000 40000000 50000000 60000000 70000000 BUUUUUUU
Sequence Number (B)

Hover over the graph for detail. — 59k pkts, 62 ME — 30 k ples, 530 byeas

5
Mouse (®) drags (O zooms Reset
[savess.. || cose || Hep |

5-21 T RETEHM RTT BRBEABR+2—F > RELIHENERE
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arp_gratuitous
.pcapng

o EEBIENIEN (opcode) FRIEEERK 0x0002 @ » (X355 2 —(F [ E(M
JEFERK -

o frhEEFNEPEEG] Z 07 0 FERHEY MAC (L HEFR] TP (7 bk £ 52 {8 £ A
BT HIER MAC (ZaEFD 1P 2k @ -

|

[

s REZAEY - FrEEMEEE T o IR REERMOEAEEEE
1#192.168.0.1 By MAC fiztik - #E52 00:13:46:0b:22:ba @ -

Wireshark - Packet 2 - arp_resolution — O X
P

> Frame 2: 46 bytes on wire (368 bits), 46 bytes captured (368 bits)
v~ Ethernet II, Src: D-LinkCo_8b:22:ba (8@:13:46:8b:22:ba), Dst: HonHaiPr_6e:8b:24 (B@:16:ce:6e:8b:24)
» Destination: HonHaiPr_6e:8b:24 (@8:16:ce:6e:8b:24)
» Source: D-LinkCo_Bb:22:ba (88:13:46:8b:22:ba)
Type: ARP (@x@88086)
Trailer: cBaBee7z
¥ Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x@sea)
Hardware size: 6
Protocel size: 4
Opcode: reply (2) @
Sender MAC address: D-LinkCo @b:22:ba (@8:13:46:8b:22:ba) @
Sender IP address: 192.168.8.1
eTarget MAC address: HonHaiPr_6e:8b:24 (@@:16:ce:6e:8b:24)
Target IP address: 192.168.8.114

No.: 2 » Timer 0.004081 - Sourcer D-LinkCo_0b:22:ba » Destination: HonHziPr_6e:8b:24 « Protocol: ARP « Lengths 46 « Infor 192.168.0.1 & ot 00:13:46:0b:22:b5

7-4 : ARP [EIFESE

# (8 ARP

TERERUEA NSRFEER T MGG ) (gratuitously done)
HHAEEANES o (B2 —E gratuitously ARP A5 28 Do E

FERZRGLT - SEERY 1P (CHEE A RIREB s - —H a5 - Mg L
Fiit 5 Lt 25 B AT AR R M s #E Y TP B MAC 3z hif: 36 e ik o 57 Bl 38 B 5
BN o Ry T RUE (E R G S B — 2P BB EHBE AR - GBI RS e
—{[E (& ARP &4 (gratuitous ARP packet) @ 5HFTH IR EHIEEE
HREEH EH A REE - 8 1P B MAC {7 4k 3 FE (& 1E R 888 5E 38 1Y 1P 7
it (Z25E 7-5) -

RIUEERATIRE (Address Resolution Protocol, ARP) 161



HIEIP £ 192.168.0.101
BB MAC : £2:12:2:£2:12:2
EfZIP: 192.168.0.10] —
B8 MAC : 00:00:00:00:00:00

7-5 : #{8 ARP RIEFEF

& AR (E ARP BIERVE RG-S o bR E AR - 52 IP 74k %
& - FEBARL arp_gratuitous.pcapng FHIEAG RAEZE - R G B EIERIITEIE
H o EEEEAEE -/ A —(EEE (2HE 7-6) » KIAME ARP
HAFE — (B A DUE TS -

o

M Wireshark - Packet 1 arp_gratuitous - m} s

> Frame 1: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits)
v Ethernet II, Src: IntelCor_b7:f2:f5 (80:83:47:b7:f2:f5), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Destination: Broadcast (ff:ff:ff:ff:ff:7f) @
> Source: IntelCor b7:72:f5 (@@:03:47:b7:T2:¥5)
Type: ARP (Bx8586)
Padding:
¥ Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x0868)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
[Is gratuitous: True]
Sender MAC address: IntelCor_b7:f2:¥5 (8@:83:47:b7:f2:f5)
@ sender IP address: 24.6.125.19
Target MAC address: 80:00:00_00:00:00 (20:00:00:00:080:02)
@ Target IP address: 24.6.125.19

No.: 1 + Timer 0000000 - Source: IntelCor_b7+2:% - Destination: Broadeast + Protocol: ARP - Length: 80 - Info: Gratuitous ARP for 24.6.125.19 (Request)

7-6 ¢ g ARP HE

AR E R KR FREE - (RS BRI LR HE 2 — M ER% - A DA RS
EREEENGREE @ - H ARP RIEFL K ARP 55 KEFHML - M
— AR 2 E R 5% 1P 24k @ FIEFE IP (24t @ /ARE By - &
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164

IPv4 {i73ik

IPv4 =3k 52— 8 R 32 (LT ELT > AR R g B AR JE Bl — 4
B #EE /7 = - 1SR BRI R E 32 (E AL T W T B — B A & R R
NPTt > R A A IP fLab ke B 12 8% & il @ & 7 2

(dotted-quad notation %, dotted-decimalnotation ) °

ENHBERNER B—HBETSH 0 1 AUH G - & HE R
R A B E % R UURL /T HY 0 ~ 255 Z BT o 1B
J& AB.C.D (WlE 7-7 Fir 7~ ) = 2 I 2K 3% - 35 % 11000000 10101000
00000000 00000001 & {[E 1P {74 » (FEEHEE DIRC A E BRAVEUE - (HE 2
FI PO {18 DA 6 43 A - AT BB R i - BRI LAES AR 192.168.0.1 -

11000000 10101000 00000000 00000001
I I I I

192 168 0] 1
| l l |
[
192.168.0.1
7-7 ¢ U{ELLEE R DAY IPv4 (U HERITOR

IP {73k B0 & WA {E A0 43+ JRED A B F0 A # W0 53 » MRS (RRAT 22
BATERN &I - EHEE T AREE RS FE @ISR EN S0 - IR
i BB AT HY TP A7k rR U — 0 B A MBS~ WE—E0 0 B A o A
REFEBNIN S — e HE & - R 2 FTEERT e 88 ¥ & (nerwork mask 55
netmask ) > HWRF i+ ®EEY (subnet mask) °

AEDPUWRIER IP i - BBERIS IPv4 (il o FHRILE B IPV6 -
HEiB N AREEESN c WRBIRE IPve LR © Fi2REREBER
IPv6 BYTELLL ©
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BB E 4 1R (1Pv4)
o 0 1 2 3
| mw | 03 4-7 8-15 16-18 | 19-23 24-31
o | o] mx [=zmseE RisER HE2E

4 | 32 HAVE iz | DERIREE

8 64 BERRE T E KERBRAE

12 | 96 SR IP it

16 128 BAE IP sk

20 160 BEIE

24+ | 192+ &R

7-9 1 IPv4 HEEE

(EAESHE)

::&:::;Zﬁg;:zng F PR (Time to Live, TTL) B R E 2 — B Al DIFF @R - B
—{E £ REAS @AY B FH SR B H IR - i E (BB RF IPv4 (H & R E
SZEAEMEE - TTL 2TEHEE LR O E ST HEEER&E

—{E % F SRR % — R TTL {EEK 1 - #BHI2KER - 2R E AR TTL
E5 2 » HIEHGERSE —(E S 2R (E & % TTL K 1 - FHEG N —(EE&H
9 BB ER TTL IR 1 - SEEUTTL B 0 0 438 LI S0 B A B 17
JEmAL HAYH - SEEMU g BN (2 RE 7-10) -

7-10 : HEBMW TTL B8 —ERR[ESZH 1

TR E 167





