10 | BSER

CIFRIBHIR R > BEUEAE P B RERE - nmap ALEEEF
RS - BAIREYIR A T A SR a2 VLR E 5 - (HSE S T A
PREERI—F - BIGEME ST < A e S HEAZ IR -

nmap NMEDJREIE A » HEDVEE  #@EVEEREFLEREE - KT /2 nmap
i R B A RS R 5 =0 ((RER R B 5208 192.168.100.10 ) :

FHAF

nmap 192.168.100.10
# T E] 3% T ek G

EER
nmap -A 192.168.100.10
# PR TR KA RARKR R O RS BUR AR MR BAREREITHREA R

18 M RTE2 R FREME B E N 70% HEB R #EH - EELE MS Word » JL
BRI N 10% BIEEARTDORE (FT5 ~ BRR) strel e 0 & (EZ - EHEE
FETHREMIAA G R " T, - BB | B EAER  BETWER L
HI R R R %+ A3 BTG5 R ) nmap D EZ 20 KR~ BlEE it
HigSmELE T&F, -

MBS 7 72 nmap FIEL L INRE » Z28EA nmap @ MWES T BEARE - KERTR
& B —EAYR IR T8 nmap #E RS IFHEH - AENFTHE W IER R nmap -
EH REBIREAH S nmap (&L nmap BIFEH I KE—FFHH Nmap
Script Engine (nmap JIAS [2E - f&#H NSE) -

21 WRHEMEFEHZ

PR — LT BEREE > BEHRNE PR EEaHEE  UiEkE A
HITE &SRR - =55 - 25 Web #8385 ~ 1 JIMeeE - AJIERAT ~ kB
Email... » SECRTHE A G BN E R - A AR =UUE
[z B B AR RIS E R R AR E8 =R s E B A - 2
FEGRHNE T RIRHTIRRE - AERVEBAENR T HE L8 -
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y
ELETHEE

ARP Ping

EHIRR(ping)

A(ERERIWES

R > EHUWORIE [--ooeoo) >

BEER € HAEXRRR <

2-3 nmap FEEENEE

=1
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1SS

* 3-1:

Lo LTS T AE B R P R R I

% 7T e A
HEEEAN

nmap

H R T A ]

) 2% R

FHANT R

-sT BIEZARIEELR SERK AR EREGSaR JFNFRECERFHRER
sS  TCP SYN #& SYN/ACK  RST PR root BRI
AEAEMAEZRE 2 TCP &
a8 e s e FB AR #2538 nonstateful
SN Cmgmmenmmy  ooas  RST BB A
E)
O FINEZZTCPH ., FA 24238 nonstateful
-sF B R YEIlS] RST 0
BH/EFINSPSHURG . ,.. FA 2R %238 nonstateful
X mm TP HA Bipgk  RST B 5 A
sA  HWEACKZTCPH&  RST RST BB T SE
FA TCPMEREQO
. . + KN (RIRSER 0) 182
sW  EBEACKZTCP&HE  RST RST A T [ 2R AR
RER ARk
T FIN/ACK 2 TCP QYL BSD {E R
-sM A BIRIREF RST s 1
sl B\ SYNZ TCP#4E  SYNJACK  RST FERIER EMOETTRE
ICMP L
-sO D& IP HBRE Eg;gg Unreachable ?fﬁﬁﬂji%ﬁﬁﬁ #9 1P
AERPEIEIS (Type 3,Code2)
EERRBEFEZ=MR NN 4 FA FTP #8 & 5 NERE
-b s FEITIELR BB AR SR BEIOR
ICMP
Unreachable |UCMP Pr(?rtbl A UDP 7
sU  Zef9 UDP R (Type 3 ° (aneeag e @H%W'Jﬁmu/m um
Code 12 S)Vp O 2R 22 (R
9+10% 13)
%’%Tﬁiﬁ 7558 (SMTP X X @EEUEE%E&E’\J?'%DJ:Z
FHE TCP éﬁi UDP #5085 ﬂﬁﬁ%ﬁﬁ/ﬂ HIBZ
-0 BRBENEENEE (ELB®R) (GELtRA®R) EHIEER SR
X5 hRA




40 | nmap FBWILITEE

MR LB RS 18 € 8 A s T (ports fE7vid ) » HIPR & rarity BI{E B {A] »
HE E’Fﬁ%ﬂi’fﬁaﬂ’ﬂﬁﬁﬂlﬁ%mﬁé ports 57~ HY 15 B 0 & AT 22 E IR - Bilan
TCP ms-sql-s B8 Ak Ry 1433 » [ rarity 8 » KRTHRRAE 7 - [HR BN T 4
AT - Tl - 35 nmap FEEEREBARCR 1 1433 - A& ¥ LG 18T TCP ms-
sql-s BEH] »

--version-light

ZE[E]fA --version-intensity 2 °

--version-all

ZE[E A --version-intensity 9 °

3.5.4 umOIFHERIEIE

— ~ BRI TCP » SCTP * UDP 818 K o] e S BEFLIH N8 3-2 2 3-4 -

#32: TCP W T HF W EBRE R H EAKX

=2 A0 [ FE

open closed

AFTFI TCP j&tz

nmap ;EIF

TCP #4R (2R
-sT —maiE) SYN SYN/ACK RST
-sS SYN @45 SYN SYN/ACK RST
;;R)?;BM\’#%BH RST RST
SA/-sW ACK 348 -
> R IoMP R ICMP RAJ%E
( FEBH A ) RST RST
-sM ACK/FIN S
(REARBUBH NG )  (fE[EFE ) (fEEFE )
-sX XMAS (Unix) FIN/PSH/URG  (fE[EIfE) RST
-sF FIN 3848 (Unix)  FIN (FELEE) RST/ACK
( )

-sN NULL (Unix) all flags OFF [ fE RST/ACK




50 | nmap RBIELIGEER

RS &N 5 e zﬁﬁﬁ -d o BR TR G AR RS SR AL B BRI 2
FOMOBEETT FHEEEH] « @0 1T DNS fildfft » @@ F B EAYIRIT 80 ;5 R
3 -d3 > HH%?UE#%HEH’J%&F* BRI - B R BRI ERER - E
RS IR S RS - AT DU d BEEF W - BASE - HIETHE S RSB E R
B B A AL R -

a Toot@! 3 root@Kkall: ~
e e
FEII@ liew Search Terminal Help Fileﬁdﬂ@w Search Terminal Help
root@kali:~# nmap 192.168.1.199 -p8@ root@kali:~# nmap 192.168.1.199 -p80 -d
A ) afStarting Nmap 7.31 ( https://nmap.org ) at 2017-84-29 02:05 CST

Nmap scan repnrt Tor 102.168.1.100 |  |--------------- Timing[ report c---c-ccstocoos
Host is up (0.00075s latency). hostgroups: min 1, max 100000
PORT  STATE SERVICE rtt-timeouts: init 1000, min 100, max 10000
80/tcp open http ;§§;¢;¢§§$é§ %5%%% max-scan-delay: TCP 1000, UDP 1000, SCTP 1000

parallelism: min 0, max @
Nmap done: 1 IP address (1 host up) scannd max-retries: 10, host-timeout: @

root@kali:~# D min-rate: 0, max-rate: @ Eﬁﬁ}ﬁi@f?ﬁg%ﬂ%

TE'*’% root@K Initiatinij PinE Scan at 2:05 | o
Filé % lew Search Terminal Help SN ports]

T - - Packet capture fllter (device eth@): dst host 192.168.84.133 and (icmp|
root@kali:~# nmap 192.168.1.199 -p89 -d3 1, "((tcp or udp or sctp) and (src host 192.168.1.199)})
3 . We got a TCP ping packet back from 192.168.1.199 port 80 (trynum = @)
ptarting Nmap 7.31 [ https://nmap.org ) alico,1ated ping Scan at 02:05, 8.66s elapsed (1 total hosts)

Fetchfile found /fusr/bin/../share/nmap/nma
Fetchfile found /usrlhinf../share/nmap/nm.uverall sendlng rates 69.95 packets‘/ s, 2658.13 bytes / s.

The max # of sockets we are using is: @
——————————————— Timing report -----------4
hostgroups: min 1, max 106600
rtt-timeouts: init 1000, min 100, max 1€
max-scan-delay: TCP 1660, UDP 1000, SCTF
parallelism: min @, max @
max-retries: 10, host-timeout: 0@
min-rate: 0, max-rate: @
Fetchfile found /usr/hin/../share/nmap/nm.
Initiating Ping Scan at 82:05
Scanning 192.168.1.199 [4 ports]
Packet capture filter (device eth®): dst H
src host 192
>

ln1tlat1ng Parallel DNS resolution of 1 host. at 02:05
Fans: U.065 O/71 [#: I, UK: O, NX: O, OR: O, SF: O, TR: 1]
Cnmpleted Parallel DNS resolution of 1 host. at 02:05, 0. Bﬁs elapsed
DNS resolution of 1 IPs took 0.86s. Mode: Async [#: 1, OK: 6, NX: 1, D
A, TR: 1, CN: A]

Initiating SYN Stealth Scan at 62:05 | ()

Scanning 192.168.1.199 [1 port]
Packet capture fllter (dev1ce ethB)'

dst hust 192.168.84.133 and (icmp)
9 8.1.199)))

4
ompleted can a apsed (1 total ports)
Overall sendlng rates 15.46 packets / s, 680.36 bytes / s.

Nmap scan report for 192.168.1.199

Host is up, received reset ttl 128 (0.00056s latency).

Scanned at 2017-04-29 02:05:13 CST for Os

STATE SERVICF REASON

80/tcp open http  syn-ack ttl 128 MR
Final times for host: srtt: 562 rttvar: 4946 tu 188888

. S . . .
1d=18724 seq=0] IP [veged ihl=5 tos=0xpe

csum=0x95e8]

k=0 off=6 res=0 win=1024 csum=0xF8AE urp=|
iplen=44 id=781 foff=0 ttl=41 proto=6 csun
SENT (0.1029s) TCP [192.168.84.133:37791

B4 off=5 res=0 win=1024 csum=0x11C8 urp=0]

Read from /fusr/bin/../share/nmap: nmap-payloads nmap-services.
Nmap done: 1 IP address (1 host up) scanned in 8.30 seconds

58249 faff=0 ttl=id protoss csumbxd3ad] | ... .. iai packets sent: 5 (196B) | Rcvd: 2 (84B)
GENT (0.1636s) ICMP [192.168.84.133 > 192.
pde=0) 1d=25884 seq=0 orig=0 recv=0 trans=0] IP [ver=4 ihl= 5 tns—ﬂxﬂﬁ 1plen—4B i
d=38669 foff=0 tt1=49 proto=1 csum=0x1b2b]
F*FTIMING STATS** (0.1031s): IP, probes active/freshportsleft/retry_stack/outstan
ding/retranwait/onbench, cwnd/ssthresh/delay, timeout/srtt/rttvar/
Groupstats (1/1 incomplete): 4/*/*/*/*/* 10.00/75/* 1000000/-1/-1
Current sending rates: 103.58 packets / s, 3935.99 bytes / s.

i H , 3935.99 bytes / s.
RCVD (0.1632s) TCP [192.168.1.199:80 .168.84.133:37791 R seq=3637073334 ack
0 off=5 res=0 win=32767 csum=0x95D4 urp=01 IP [ver=4 ihl=5 tos=0x00 iplen=40 id

PORT  STATE SERVICE REASON ]Elzlgéj\ﬁ' II:I:II Eﬁtﬂ

B80/tcp open http syn-ack ttl 128
Final times for host: srtt: 392 rttvar: 3888 to: 100000

Read from /usr/bin/../share/nmap: nmap-payloads nmap-services.
Nmap done: 1 IP address (1 host up) scanned in 8.29 seconds
Raw packets sent: 5 (196B) | Rcvd: 2 (84B)

oot@kali-~# 0
B 3-6 ATERBHMEERNER




3.12 HEliEE

--iflist

Y A B S R & A - 35 (E 3B TETE Windows A 0 H AT » 7 Windows BR %
i -e BIEFE EM R - 2R FERIE 3-7 /£ 77 ipconfig EEIHY 4T T 16 k8
% 1> @155 "1 cannot figure out what source address to use for device W& IZ#
#3 , does it even exist? ; HYFEFRFNE > FIFH nmap BY --iflist I & Z (& 3-7
F757) 15%1 nmap 38 E AR RAYEREZ Teth2, - FTLAE & #9EE R FF EEZ
M-eeth2 » MTIE " -e EIHOER -

= Cawindows\system32\cmd.exe } = #FEIEA: C\Windows\System32\cmd.exe
D:\>ipconfig D:\>nmap-7.60\nmap --iflist
uindows IP 3LE IStarting Nmap 7.60 ( https://nmap.org ) at 2018-02-11 89:31 ¥x¥_?D-CRE?!
NTERFAC
DEU  (SHORT) IP/MASK TYPE up MTU  MAC
A mEES 4 lethe (eth0) fe80::64b9:d74c:ceac:2ecf/64 ethernet  down 1500 00:FF:17:F9:9C:FD
lethe (eth0) 169.254.46.207/16 ethernet  doun 1500 00:FF:17:F9:9C:FD
BABIREE . . .. . ... ..o | AT ETES leth1 (eth1) fe80::19b2:732b:431F:4d97/64 ethernet  down 1500 0O:FF:4F:1E:3A:E8
GEETE ONS B . ... ... leth (eth1) 169.254.77.151/16 ethernet  doun 1500 00:FF:4F:1E:3A:E8

ethZ| (eth2) [fe80::c1f4:ale8:5abc:ee6d/64 |ethernet up 1500 5C:B9:01:40:47:2F
th2] (eth2) |192.168.1.201/24 ethernet up 1500 5C:B9:01:40:47:2F
leth3 (eth3)/f fe80::30fe:2b04:9afd:c973/64 ethernet down 1500 F4:06:69:35:0B:D3

CRAHT WEGER 2

f L N B 5 Tl == - leth3 (eth®) 169.254.201.115/16 ethernet down 1500 F4:06:69:35:0B:D3
SEEFRE ONS BEE . . . . leth# (ptht) fe80::1867:d795:5F13:316/64 ethernet  up 1500 ee:so:ss:ce:ee:m
lethu feth4) 192.168.43.1/24 ethernet  up 1500 00:50:5! :
Vay N e leth¥ (eth5) fe80::6d52:a80d:9660:b76d/64 ethernet up 1500 00:50:5 :
oAbS (eths) 192.168.18.1/24 ethernet  up 1500 ee:so:ss:ce:ee:es
Li&ﬁi DNS BEE . . . . . .. . : 100 (100) ::1/128 loopback  up
5_ i zgygg 1PuG fiZHE . B : [Fe80: :c1¥4:a4e8 :5abc eebdZ14| 100 (lo0)  127.0.0.1/8 loopback  up
4 Ak ... B 192.168.1.201 tund (tund) (none)/0 point2point down 1280
% ﬁ%@g ......... .: 255.255.255.0 tun1 (tun1) (none)/0 point2point down 1280

FEEE ... ... ... ... 19216810 tun2 (tun2) (none)/® point2point doun 1280
tun3 (tun3) fe80::5efe:192.168.18.1/128 point2point down 1280

[E 3-7 Windows #fEEF&FEEH nmap SEERIBZEZE

3.12 SEiBE

HERZ2ENHNVEEBNA - HREFRESER TS T - AED BT RS

WA%  BOEEHNEE EHRIRT EAS - B5 HEITERREHER

{}\E%H<“E€E§ZEH$E§E’JHE@% (Pane L BEAR BB % IR - HRENEE
U AT o E R -

GG - AR E > BIRE AT « SEFERFT » 17 BEPT R 5 4h
REERAL - HUOIRE RS IO BEANIE 3-8 TR - EHEIEE R 2 Al DUF 255 21 -



64 | nmap BRI I5EE

FEHY » dnmap BIHER] DUERIT 7 BUR - (HE IS < ZFERAY - Jf—2 Client
ZEHF IR — RIS CEE - (HEEE RS nmap -A 192.168.100.0/24 55 {515
SO PAASHE A2 B T/ERGREE - A - HAfE S /R E R S Xl E 1 TIE
U o B ZETEILANE 3-10 AR o SRR TIESS MR E M B A IR - #EAR S =21
TESG AT DASEATRE B - {HIG 65 A R E EE FH R R WU RS Vi & R E & H A DoS
Big » EZRHEH DDoS °

192.168. 10?%\\‘\

SMELERLS 1 S

192.168.30.44

ALl
i I~
E 192.168.30.*
BEER
HREEES(T 2
192.168.. Znn &

‘ i i 192.168.10.*
F=

1T HLARFT

Switch Router #H%E B#TiE

3-10 DEUFHENRERER



72 | BHHR RIS

& TCP Port Scan with Nm nline Penetration Testing Tools | Ethical Hacking Tool i —[O0x]

m‘;‘v % hitps://pentest-tools.com/network-vulnerability-scanning/tcp-port-sca = ll = PE|FGT e el

% TCP Port Scanwith .. %

% Pentest-Tools 30 Free Credits My IP: 124.10.7.62

™ BuyCredits ¥ APIReference €9 About (& Contact & Login

Tool Categories ), My Scans

N Information Gathering v HIRILEL 280
Scan Result »tcrrortscan  EEEE<S %mﬁu}gﬁb

@ web Application Testing v

& infrastructure Testing >Params: 65.61.137.117 o ERER

pdf ® You should also try
Ping Sweep ~ Raw output

> UDP Port Scan
Starting Nmap ( http://nmap.org ) at 2017-11-15 15:37 EET > Web Server scan
NSE: Loaded 29 scripts for scanning. > WordPress Scan
Initiating SYN Stealth Scan at 15:37

Scanning 65.61.137.117 [188 ports]

Discovered open port §@/tcp on 65.61.137.117

Discovered open port 8280/tcp on 65.61.137.117

Discovered open port 443/tcp on 65.61.137.117

Completed SYN Stealth Scan at 15:37, 1.48s elapsed (100 total ports)
Initiating Service scan at 15:37

Scanning 3 services on 65.61.137.117

» TCP PortScan ‘
UDP Port Scan
DNS Zone Transfer
S5L Heartbleed Scan
SSL POODLE 5can

551 DROWN Scan Completed Service scan at 15:38, 17.96s elapsed (3 services an 1 host)

Initiating 05 detection (try #1) sgainst 65.61.137.117

adjust_timeouts2: packet supposedly had rtt of -166491 microseconds. Ig
noring time.

adjust_timeouts2: packet suppesedly had rtt of -166491 microseconds. Ig
noring time.

Retrying 05 detection (try #2) ageinst 65.61.137.117

Initiating Traceroute at 15:38

& utils @ Completed Traceroute at 15:38, 4.83s elapsed

NSE: Script scanning 65.61.137.117.

[+] Mmap scan report for 65.61.137.117
Host is up (8.12s latency).

Not shown: 97 closed ports

Bash Shellshock Scan

GHOST Glibc Scan

L Exploit Helpers v

A B OE A B R

4-2  Pentest-Tools 87~ TCP Port Scan #&8

4.1.2 suip
f4E : https://suip.biz/?act=nmap

AR R T REMRER e H - T ELED 2 B Ry - ALFS 1P (ZHERY > BOE RN ~ 95 Bh i
il B - BB E  BRITMEER R iRMIhee - EEAEFH
nmap FRITIF > 10 H A DA 1 B 6 Y 288 s O 1« [P A o A R B el 2 1
AR ES  BEESIREE MR -
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¢ &l 4-8 ] F HY JF A 75 B 4% 24 9 28 — B /2 192.168.1.1 » B FH SecurityKISS

VPN Z % %5 10.11.0.1 » £/~ Gateway 222X VPN (L - 1 H. Traceroute
HIR Rt T

| ssl-cert: Subject tu.edu. tu/or =National Taiwan Unzl|[D: Z Tool\nmap-7.60>nmap -A -F 140.112.8.116
liversity/state0rProuinceName: aiuan/countrgnane:TM
| Subject Alternative Name: :x.ntu.edu. tw Starting Nmap 7.6 ( https://nmap.org ) at 2017-12-02 06:40 ¥x¥_?D-CRE?!

| Not valid before: 2016-07-26T02:16:56 Nnap scan report for wuw.ntu.edu.tw (140.112.8.116)
| _Not valid after: 2019-87-26T15:59:59 Host is up (0.019s latency).

| _ssl-date: 2017-12-01T22:43:00+00:00; Os from scanner time. Not shown: 97 filtered ports L
larning: 0SScan results may be unreliable because we could not find at least 1 o~ [PORT  STATE SERUICE UERSION

pen and 1 closed port 80/tcp open  http Citrix NetScaler httpd

S fingerprint not ideal because: Missing a closed TCP port so results incomplet ||I_http-server-header: Apache/2.2.9 (FreeBSD) mod_ss1/2.2.9 OpenSSL/6.9.8e DAU/2

e 113/tep closed ident

o 0S matches for host 443/tcp open  ssl/http Citrix NetScaler httpd

etuork Distance: 16 hops I_http-server-header: Apache/2.2.9 (FreeBSD) mod_ss1/2.2.9 OpenSSL/0.9.8e DAU/2
ervice Info: Device: load balancer | ssl-cert: Subject: _ntu.edu. tu/or =National Taiwan Un

liversity/state0rProuinceName: Taiuan/countryName: T

[FRACEROUTE (uslng pcrt W43/tcp) | Subject Alternative Name: DNS:*.ntu.edu.tw
0P RTT ADDI EgmsecuntyKISS VPN | Not valid before: 2016-07-26T02:16:56

676.00 ns 10. n e 1 |_Not valid after: 2019-07-26T15:59:59
676,06 ne singlehop3. securitykiss.com (69.175.85.1) |_ssl-date: 2017-12-01T22:40:47+00:00; *+Is from scanner time.
676.00 ns aggl.c13.r08.s101.chi03.singlehop.net (96.127.188.86) 0S fingerprint not ideal because: Didn't receive UDP response. Please try again
676.00 ms cri.c09¢10.r15.s101.chi03.singlehop.net (67.212.190.241) with -sSU
676.00 ms chi-b21-link.telia.net (62.115.154.246) No 0S matches for host L. .
676.00 ms kanc-bl-link.telia.net (213.155.130.177) Network Distance: 2 hops E'Zﬁﬁ(]}%ﬁj‘j'it
876.00 ms dls-b21-link.telia.net (213.155.130.178) [Service Info: Device: load balancer
676.00 s las-b21-link.telia.net (62.115.123.137)
676.00 s chunghwa-ic-306477-1as-b21.c.telia.net (62.115.50.78) [FRACEROUTE (using port 113/tcp)
0 1420.00 ms 203.78.181.145 fop RTT ADDRESS
1 478.00 ms 174-61-41-175.TWGATE-IP. tugate.net (175.41.61.174) 21.00 ms 192.168.1.1
2 455.00 ms 134-226-160-203 . TUGATE-IP. tugate.net (203.160.226.134) P 22.00 ms wwu.ntu.edu.tu (140.112.8.116)
3 ... 14
5 685.00 ms 140.112.0.169 S and Seruice detection performed. Please report any incorrect results at https
6 685.00 ms www.ntu.edu.tw (140.112.8.116) | //nnap.org/submit/ .
map done: 1 IP address (1 host up) scanned in 31.94 seconds
S and Service detection performed. Please report any incorrect results at https
| //nmap .org/submit/ . D:\326\EZ TE_Xf\_EZ T E\Tool\nnap-7.60>
map done: 1 IP address (1 host up) scanned in 119.26 seconds
D:\320\EZ TH 7\ EZ T E\Tool\nnap-7.60> |- =

4-8 HEEA SecurityKISS Z LEER

1T TH 2 21 00 2% 1Y SecurityKISS H S0 #8 80 K 443 » f i al sE & 3B & 4-9 11
AR R R o B2 1Y SecurityKISS N2 8 ping B » 7 fi I 2 38 B L EHE
EdgS A -Pn EIE -

D \32G\EZ L= L\ &2 L E\Tool\nmap-7.66>nmap -A 163.22.109.1

Starting Nmap 7.60 ( https://nmap.org ) at 2817-12-082 08:25 ¥x% _?D-CRE?!
Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn

Nmap done: 1 IP address (0 hosts up) scanned in 8.33 seconds

4-9 5E VPN RIEETZER L Ping HE
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= Chwindows)system 32\cmd.exe =]

D:\Tool\nmap-7.60>nmap --script-help ftp-anon

Starting Nmap 7.60 { https://nmap.org ) at 2018-02-10 10:00 ¥x3¥ _7D-CRE?!

ftp-anon (—"'—'-—_Hﬁﬂztg*ﬁ H’él]ztﬁ*ﬁ
Categories: default auth safe
https://nmap.org_/nsedoc/scrlpts/ftp anon.html /ﬂléﬂzt
Checks if an FTP server allows anonymous logins. ™

If anonymous is allowed, gets a directory listing of the root directory
and highlights writeable files.

5-1 EFERARHERBEXFE
FHEE -oX SEIANF © nmap B iF S REEHEERY XML fE% -

--script-trace

It ¥ TE A --packet-trace 2E 1L » {H --script-trace ;2 {E A EFE A @ * T --packet-
trace HI /2 R B BB HE - #5458 € OB IEEF - g ARG K H ik 8 3E AN &
i B A I i - B EE T E - RIER BT IP » AEIERSE - R &
BHE 5% DLEZ AT AR » Sg AT/ HIRS g

--script-updatedb

BE T scripts/script.db FYNZ » BRIEF-ENAE scripts H #RIRINEERE R NSE A
5 AN A BT seript.db BYNZE o 5 FHIGETERF AT HAa 28 - 35155 ¢

nmap --script-updatedb °

--script-timeout TIME

HEERASRITRF EER - BB RS - nJ DI AASRER f e — S0
ARJEITEIRFIR > IR SERL » nmap &K IERZHIAS -



6.1 Apache Struts | 105

Esi i 2R P Bxcel Jf1F » H Google #f EFNEZRITE A © KN wk DL 15
AU HH A R ol S IR A A iS58

6.1 Apache Struts

L 1E 2016 4F 5t B 3 #Y Apache Struts % il (CVE-2016-3081) *» 7] GEFE BZ &%
108 3 i 22 0 e ) iy - MEARRSERE M - 2T 2017 B EH B —(E W1
(CVE-2017-5638 ; 2% http://tdoh.logdown.com/posts/2017/03/08/1523847 ) -
TS BLL S AT IR Y - BRERH 2 R E S EORCRA B BSETT W - (HE R
HEEGHEENE 2 A NSE &l &l A AR5 F IR 452 (7 1E Struts2 WY - LA A

TERERERGRE -

FIF TS T Hr A AL R TS L apache BY 5638 YA (& 6-5) ¢
FERARE = RIA - H http-vuln-cve2017-5638 2 T M8 5 A 2K SR IR IAEY
1N
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6.2 SSlL-HeartBleed

F B B ARLIHY SSL-HeartBleed I+ - — & i A< FH 2K £/ 58 & BHE i 22 2 I Ty
fE - AR IR N B BINEY52 5 - S ERYMNE - HeartBleed IR IR
SSL/TLS 1 ERIFHIRE » Tfi& OpenSSL EAE_EHIFZ °

ME—@EFFEEL - AT SCFEE R TRASE ) PEETESE ) sl
8% heart HYJIAS » $RE] T ssl-heartbleed ; » A E R A EE WFH FIFE L " nmap
<HOST> -p443 --script ssl-heartbleed | * fERAEFITU N < -

nmap 192.168.18.* -p443 --script --script ssl-heartbleed

FHlE 6-7 AT41 192.168.18.133 7§ SSL-HeartBleed 5555 ©

& Chwindowshsystem32hvemd.exe o =13
D:\tool\nmap7.6>nmap 192.168.18.x -p443 --script --script ssl-heartbleed =

Starting Nmap 7.60 ( https://nmap.org ) at 2017-12-30 04:50 ¥x* _?D-CRE?!
Nmap scan report for 192.168.18.133
Host is up (0.00s latency).

PORT STATE SERVICE

443/tcp open https

| ssl-heartbleed:

| UULNERABLE :

| The Heartbleed Bug is a serious vulnerability in the popular Opens$SL cryptog
raphic software library. It allows for stealing information intended to be prote
cted by SSL/TLS encryption.

| State: UULNERABLE

| Risk factor: High

| OpensSSL versions 1.0.1 and 1.8.2-beta releases (including 1.0.1f and 1.0
.2-betal) of OpenSSL are affected by the Heartbleed bug. The bug allows for read
ing memory of systems protected by the vulnerable OpenSSL versions and could all
ow for disclosure of otherwise encrypted confidential information as well as the
encryption keys themselves.

|
| References:

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CUE-2014-0160
| http: //wuu . openssl.org/news/secadu_20140407 . txt

| http://cvedetails.com/cue/2014-0160/

Nmap scan report for 192.168.18.145
Host is up (0.00s latency).

PORT STATE SERUVICE
H43/tep closed https

Nmap done: 256 IP addresses (2 hosts up) scanned in 84.44 seconds

D:\tool\nmapv.6> =
6-7 #ZH NSE £ heartbleeded J=.R
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