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[ How to creste a Lessen % ||

Choose ancther language: Logout o

Lol Solution Videos Restart this Lesson

How to work with

WebGoat Create A WebGoat Lesson ﬁ%ﬂtﬁ_%j =1 B? iﬂ% #ﬂﬁ

¥ Tomcat Configuration Adding lessons to WebGoat is very easy. If you have an idea that would be suitable

o for a new lesson, follow these few simple instructions to implement it:
Useful Tools
* Download the source code from here.

¥
* Setup framework: follow the simple instructions in "HOW TO create the WebGoat workspace.txt"
General that comes with the project.
Access Control

AJAX Security * you need to add two files for each new lesson:

Authentication Flaws - YourLesson.java to org.owasp.webgoat.lessons
Egg:’(g‘;ﬁgows - YourLesson.html to WebContent/lesson_plans

3 -
Cncurency PARBANIEE S HT A4 B B
Cross-Site Saripting ( Cﬂngralulahnn;. You have successfully completed this lesson.
Improper Error Handling
Injection Flaws

Denial of Service Detailed Lesson Creation Instructions.

Insecure Communication

Insecure Configuration Lesson are simple to create and very little coding is required. In fact, most lessons can be created
Insecure Storage by following the easy to use instructions in the WebGoat User Guide. If you would prefer, send
Malicious Execution your lesson ideas to webgoat@owasp.org

Parameter Tampering

Session Management Flaws Detailed instructions for adding a lesson

Web Services

Admin Functions 211 you have te do is implement the abstract methods in Lessonidapter.

Challenge Follow the outline below.

Webeat uses the Element Construction Set from the Jakarta project.

You should read up on the AP for ECS at

htep://jakarta.apache org/sits/downloads/downloads ecs.cgi.

In addition you can look at the other lessons for exanples of how to use the ECS.
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