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3. #MIBERE

€<— | 4. EiRBIVPN
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EH#0S
(Windows %)

heRRNIBDERMSREZBIRIZEHE E%fﬁ}?ﬂbiﬁﬁ%ﬁ ' R1B
BITRRSERE T ANIEXRE Kali Linux o I53E58 VPN 247 {8 Kali
Linux 3842 %I TryHackMe o

BN 2B UZEHINEE BRAAKRENLSIEEI (Local
Machine ) @ ™ TryHackMe 3 % Bl % & B R I8 & 3 8L # (Target
Machine) - ERIEBEBHNME & 555050 ©

%%Bﬁﬁ‘izzﬂhﬂpﬁﬁﬁéﬁ,atﬁﬁﬁ FOVAEEE - BLABERFNENRIZE
% - BETIRIFE2E - BLAERIBIBENARR - INEE  SEERIE !

(1.1 | 5 TryHackMe ]

WHEKATIR » 2P 2D TryHackMe SEE1ER MEEEIRIE | EITHE - F
PAFRAFSS K Fh 562K 5E M TryHackMe 18 !




B #i7F tryhackme.com

Sign up
Join over 4 million others learning cyber security
Username
Fred.Bloggs
Email

example@example.com

Password

Please make me strong..

WETN

By signing Py agree to
Already have an account?

& Sign up with Google £ Continue with SSO

SEZ TryHackMe 894815 *' - 258845 E /69 (Join for FREE ) - SRS o
BEDEMIER T ARIERATERBIMIRS

B Esrs o EFEm

5t TryHackMe R EBIEREENRE » EMNRIBEREEESZE 3B
EZEOZBNT] o

!,

-

FRBHESNEERERANA TR J

» What is your current goal in cyber?
TR T IRERIERISRE BRI ? |

X1  TryHackMe https://tryhackme.com/
%2 Terms of Use https://tryhackme.com/r/legal/terms-of-use
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E-XNBB  RHESB RIS - SEBHBBBE TryHackMe LI
—(BER - — 5 MS K EVEFEIE |

1E%S " Tutorial Room ; &3BEE FARERERANEE - BIED » ERNR 2ME
BT BIIAERS o

iE#RE TryHackMe

" Kali 89818828 % N\ TryHackMe - [B{E5ERR VPN o

HEEZ2UENSTEBEFRINGEE  WRE " RES VPN BEEK
SBARRID ? L BURRRIGVEE LB OEIEE 45 BHY T B ERIRE 0 BBA
BREREERELE VPN o

£ TryHackMe ¥ » ¥ F & 2T EMR E VPN 89 AR R 2R $E 8 = -
(BFRIMVEIBSRIRERERE ) - Al LTS 4 BFSBE2ERDEHITH
HARREZ  REMNABEN  HESNIE - SLEERTEIE !

© BARK VirtualBox

® E1ED Kali Linux

© & A TryHackMe

O FARURIHRHE ~ FELRE VPN

B Bi@) Tutorial Room YR
BMETUEEELEMEMONBBEEIIINES (FRE57 5K

Column) e

W EHEEBPIKFILEE (Learn) — ( Walkthroughs ) @ £ 2TREG @
A\ tutorial » ¥4 Tutorial Room o Y0 VPN EfifR 5 » SBEFEIR B BHEE
HITRIBTIE o
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v J & TryHackMe | Hacktivities

<« C @ | % tiyhackmecom/hacktivities?tab=rooms Bg & *

- I oo O

Learn cyber security the fun way - free, interactivé,and browser-based. Hack machines, investigate attacks, and build real-world
skills through guided, immersive leamning for all skilylevels.

.!
TAK 557 400+ iz

g
B
=
A
B
=
7
#

(WRoadmap ek Paths & Modules & Networks

walkthroughs

Guided labs and lessons teaching you specific cyber topics.

v Difficulty v Subscription type v Status v

Tutorial @ Advent of Cyber 2 [2020] @ Advent of Cyber 3 (2021) @ Adventof Cyber2022 g
: -
#Zl Tutoria Ef
@ . 5 S—" o.

) 15 mins Q o2 © 1440 mins < o

B TERNEZEEE - 2858 (Join Room) FLESERIBENRER] @ F9L
PRy o 1ZE - 258 Start Machine o

o oo

o start your upskilling in

Room progress (0% )

T tart machi d answer q need to join thi !

On TryHackMe you'll learn by starting and hacking machines
Lets start your AttackBox, a web-based machine used to attack other machines you start on tasks.

EREREE
Start Connect Attack BRA SRR

Start machines and Access deployed machines Putyour knowledge
learn what makes by the AttackBox or into use by hacking
them vulnerable via OpenVPN real-world machines

:
- - g )
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e BIRERFEIRIENRE - BRI -
1

To access this machine, you need to either AR ~ BAREN A

Use a VPN Use the AttackBox

Connect to our network Use a web-based attack
viaa VPN or machine (recommended)

See Instructions

MR B ERE) « WEASER LD VAIEPRRIEMESN - B
ENROVE — T ELRIERIBMEY P (T o

Target Machine Information

Title Target IP Address Expires

) ) Add 1 hour m
Test Machine 10.10.124.36 58min 23s : j
| ]
B |P ik
Al FER

7 Bt EE1 B P RO TR AR B )

@ (Expires) BTMBAIRKEARSALER  £E  F—RXEHERNKESR
1N (BAERREAIR 2 /N6) -

MRBHEAFBARETR  JRERFERHT - SR—REZIN 1 N - TRAE
BAELR  RARGESR—/NEaZE—R (BEEEENE) - It MRBEL
& ARG EEEEREET -

FFEAE R ~ SR ™M LR e - SRS H B -
WAIEFE - BETE IP Al gEDE -

B [E/ ping I5SBERENIRES
B ping I8S BRI R S EKIBRIBNE) ©

ping BEFHINFIEE IP USRS BBEXRFHOTR (BF) @ KB
EOWEIDERIESDE T3 00 EITAREE ©
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15000 IP (UL - AT FEBVENE ©
\E S
# 1R EEEHE 2 RIRY@ENARAE

— (kali ® kali)-[~]
L—$ ping 16. O .0 . 0O

PING 16. O . O .0 (16. O.0O .Q) 56(84) bytes of data.
64 bytes from 10. O . O . QO : icmp_seq=1 ttl=60 time=303 ms
64 bytes from 10. O . O . QO : icmp_seq=2 ttl=60 time=300 ms
(128%)

BRI EERAT 64 bytes from ~BIELE » MRTEIEWEQIE - BIR
Ih o SEEIELSAEERET At JEEENNRFMERSIEZT (Ctrl) + (C) P
EnEzIE o

@ HE3 E A AVRI B IBA YR Tutorial EEHAICIE - (R LERATRES R ER
ANEEFE ping 8 » ATLL ping RKEIRIE AR T2 A REBIRZEENF - FILEA

8%

B ssiqinm - EemEg

RIS EHIE | SEBEOVEF R " BRE VPN ~ EH B B2EZHE
¥, ME - &8I ER - BEZEAMIS 3 PAB%ER -

T8 B8 28 69 1L 5 B \ U [ b SRB BV EEAE P {IIE - 32K (Enter) o 232
MEBRMILERER - WEIJUBEER (flag) °
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- R o - it < ) ~ o ox

« > c I ARER 1010.124.36 I ) O L@

P el N
IP ik ~ #2F (Enter)

You can access TryHackMe machines!

EEERRER; -

MR 5 (0 2R

[ERIEN ERSFLMNFTE - AN L ETFTHRE @ M flag{ OO0}
HE THM{X X X} I EIR - REEZSLER TEKE  @F Tutorial
Room o

@ SEEUERES - WBERERE S flag 3 THM BLEmiR « RESE ([ }) MEEH
AR o

HMEEED  KETHOAESRE  FBIEMAE LR - 268 (Check) o

v | & TryHackMe | Tutorial x (+ - o x

<« G @ % tyhackme.com/room/tutorial Bafx @38

A fun way to learn
: cyber secunty

*  The machines you start on tasks (left hand-side) are the "target machines” and are accessed by the AttackBox (right hand-side).
: gy » (Advanced) Alternatively you can access machines via
M }g Eﬂiﬁ ‘When you've finished with a machine in any room, make sure to stop it by clicking the red "Terminate" button.

Argswer the guestions below

Foflow the steps in this task. What is the flag text shown on the website of the machine you started on this task?

Aflag is just a piece of text that's used to verify you've performed a certain action. In security challenges, users are asked to find flags to prove that they've successfully hacked a

myehine

I } Bh_CHEM
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EFRIEEIFZET " Correct Answer , » RMEFHB T © FHPISKIEF]
SERVERIE B —BVTHE  NEENFE—KNBE -

EBLHBEIR "RE ! L ERBE-IEBERINSSRATIE | FNSE
NEIUDZERHEF L - —ESSMRESE » —BEBBEETEE !

T

4

v [ S TryHackMe | Tutorial

C [ 25  tryhackme.com/room/tutorial

You did it! & Tutorial complete!

Pointsearned Completed tasks Room type Difficulty Streak
S o =1 o2 Walkthrough .1l Easy ®1

@ 119,106 users are actively learning this week

[ Leave Feedback

FBRAMBEBRNE-—FTHNEC » RAOVEE !
ARININ N 8012 1% - BEEEFSRA0Y ( Terminate ) i2EH - REEASEME o
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FTTBERNELBRE > F¥53 !

HIPIEES SRININBBAZENIBIE - 1A IBFSBEI 55— EH80
El e 4528 SEURMARNG  ETIREBNBHTRE  FEEKX
ZmE MET ©

SPTRBREBBHAST @ BIMNT LEFEE - MAEBKRKTE  FHEF[
EREEDEG'QH%@&  BIKRBRB KT RESF BT o BiFER AKX I LR
%I%B)J%_l 2R ©

B nearnezas

Linux Fundamentals Part 1

https://tryhackme.com/room/linuxfundamentalspart]

Linux Fundamentals

Many servers and security tools use Linux. Learn
how to use the Linux operating system, a critical
skill in cyber security.

Linux is one of the major operating systems and is heavily used in
organisations all around the world. Learning how to use Linux is a
core competency and will help you in your hacking journey not to
just use Linux-based security tools, but how to use and exploit
the operating system. This module will focus on getting you
comFfortable using Linux.

FIRLE Linux BURE/00058E ~ FRB 2R ERO0NESE @ BFE—Fesk
P& Linux Fundamentals Part 1 (Linux &) 89ERS ©

[REBERSRBESH Kali - BREPRESER  BEESE - £EHRRA
BEFETIEF Linux EAXI) - BIER/VERE (Rintk ) BEAK - 82
BRIBHDIKEBEGE TR %EREEQJ:EUMWEE’EB o FIMIRHRE |

RS
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REU—RBEAL - KRIEFAEBARRFEE - A > TryHackMe EEH
800 B LHFEMAE (BEAZTESRER ) AP EBCHHBNEH
HEREE® -

#t TryHackMe #duf F MRS KPR % (Learn) — (Walkthroughs) -
FEAZIATETL Wolkthroughs RV EESE ZMETARNIESEM -

Learn cyber security the fun way - free, interactive, and browser-based. Hack machines, investigate attacks, and by
skills through guided, immersive learning for all ski)l levels.

11K+ (50 400+ SR

1
81 Roadmap s Paths £ Modules o2 Walkthroughs 2 Networks

#t Walkthroughs EFRAEERE —E TR TVEEEEEIE (Free Only ) »
ABMABARAERBNERER  MREWIENEMNE  LLERERSERIY
HEEEBAVLENER (NEEBERETFESRE 87 BER Column) °

BALESEREMERBNERTER > BIRBLO ATTRERFE !
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Learn cyber ¢ iser-based. Hack machines, investigate attacks, and build real-world

eamn
skills through

Hands-on Cyber Security
11K+ G 400+ ienges

1 Roadmap sk Paths & Modules  of Walkthroughs <& Networks 5%};% ( Free Omy] 5

THE R BREER
walkthroughs BT = AIRERATERR
Guided labs and lessons teaching you specific cyberfopics Eq};:ﬁ:“l%ﬁ

PointofView v Sortby v Difficulty

MS Sentinel: Ingest Data AWS API Gateway

esh R BT B K FF 232 (Practice ) — (Challenges ) » ki
Challenges (CTF) #HA W EM - £ TryHackMe 18 » EEIEE A 554
( Challenges (CTF)) 8 ( Walkthroughs ) & @ FBRIESITRE -

Challenges (CTF) | BITRELEHETING @ BRI TR EEIEE

Walkthroughs WHERRMR - KRBT BRIFNEEE[
IEH%—12 - EABRREBREZRRER - WASEES - AT MK

AEACERRE "W EARREM- J B ATEEBEAE - Emdk
BEAMERBKREE - TELER > EAMAE !
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